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Abstract

Wedescribethedesignandimplementationof asecurityin-
frastructurefor adistributedJavaapplication.Thisworkis
inspiredby SDSI/SPKI,but hasa few twistsof its own. We
de�nea logic for accesscontrol, such thataccessis granted
iff a proofthat it shouldbegrantedis derivablein thelogic.
Our logic supportslinkedlocal namespaces,privilegedel-
egationacrossadministrative domains,and attribute cer-
ti�cates. We useSSLto establishsecure channelsthrough
which principalscan“speak”, andhaveimplementedour
accesscontrol systemin Java. Whilewe implementedour
infrastructurefor thePlacelessDocumentsSystem,our de-
signis applicableto otherapplicationsaswell. Wediscuss
general issuesrelatedto building secure, distributedJava
applicationsthatwediscovered.

1. Intr oduction

While everyoneknows that distributed systemsneed
cryptographyto be secure,amazinglylittle cryptography
is actuallydeployedtoday. This is particularlytrue inside
corporatenetworks,wherea �re wall is assumedto keepall
of the“bad” peopleout. Thefailuretodeploy cryptography
morewidely hasmany causes:

� Policy issues(e.g., exportcontrols)havesplinteredthe
market for software.

� TheX.509standardhasahierarchicalmodelfor certi-
�cation authorities(CAs). Of course,everyonewants
to beat theroot of thetree. This hasgeneratedmuch
discussion,but little action. Corporationsgenerally
wanta hierarchyundertheirown control.

� Lackinga commonrootCA, it is dif�cult to authenti-
cateacrossCA boundaries.

Even if theseissuesweresolved, the questionremains
whetheridentity-basedcerti�cates(bindingnamesto cryp-
tographickeys) areactuallyuseful.More recentwork em-
phasizesattribute certi�cates as a more scalableanswer

(see,for example[6]). The computerdoesnot carewho
theuseris, only whetheror not theusershouldbeableto
performsomeaction.

We havedesignedandimplementeda cryptographicin-
frastructurefor the PlacelessDocumentsSystem,a large,
distributed middleware packagewritten in Java. We at-
tempt to carefully navigate most of the perils described
above, e.g., by allowing, but not requiring, a centralized
CA. Our work owesmuchto theSDSI/SPKIwork [7], but
when we began work, no satisfactory implementationof
thosesystemswasavailablein Java. We took a principled
approachto thedesignof ouraccesscontrolmechanism,so
that requestssupplycredentialsthat leadto a proof that a
requestis valid.

The restof this paperis structuredasfollows: In Sec-
tion 2, we give an overview of the PlacelessDocuments
Systemandof our overall design.In Section3 we present
our designin moredetail: We de�ne principals, permis-
sions, andintroduceour accesscontrol logic. In Section4
we highlight a few aspectsof our implementation.In Sec-
tion 5, wediscussourexperienceworkingwith accesscon-
trol logics. In Section6, we discussfuturework, andSec-
tion 7 concludes.

2. Overview

2.1. The PlacelessDocumentsSystem

ThePlacelessDocumentsSystemis a distributeddocu-
mentmanagementsystemdevelopedat Xerox PARC [4].
Its majorfeaturesinclude

� theability to manageseamlesslydocumentsof differ-
entkinds(e.g. �les, emailmessages,Webpages,etc.),
and

� a query languageover documentproperties(as op-
posedto adirectoryhierarchyin whichdocumentsare
stored),which allows to retrieve speci�c documents
from theirstoragelocation.
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Figure 1. Placeless Documents. Kernels comm unicate with each other , and with Placeless applica-
tions, via RMI. Some applications may be used by multiple users at the same time . Kernels might
need to manage documents owned by diff erent users.

For thepurposesof this paper, we focuson the follow-
ing propertiesof the PlacelessDocumentsSystemandits
currentimplementation:

� It is aheavily distributedsystem.It is implementedin
Java. Thevariouscomponentsof thesystemcommu-
nicatevia JavaRMI.

� Everyuserof thesystemrunsonekernel, whichman-
agesthedocumentspacefor thatuser. A spaceis the
conceptualentity thatholdsall of auser'sdocuments.
A kernel is the actualprogramthat implementsthe
spaceabstraction.1

� Applicationsthatwould like to usethePlacelessDoc-
umentsSystemactasclientsof kernels.All communi-
cationwith kernelsis via Java RMI. Kernelscanalso
communicatewith eachother, if it turnsoutthatadoc-
umentis managedby anotherkernel than the one it
wasoriginally requestedfrom.

� The documentcontentsare not storedinside Place-
less. Instead,Placelessstoresdocumentcontentsin
their naturalrepositories, e.g. �les on the�le system,
Webpagesona Webserver, andsoforth.

� Everydocumentis managedby exactlyonekernel.If
a different kernel asksfor accessto that document,
theotherkernelmustaccessthedocumentthroughthe

1Actually, a usercan run more than one kernel. However, thereis
alwaysastandardkernel,or gatekeeper, thatletstheuseraccesshisor her
space.

document'smanagingkernel.Thekernelis responsi-
ble for enforcingaccesscontrol.

Typical Placelessapplications include browser-like
graphicalinterfacesthat let usersmanagetheir (andoth-
ers)documents.Therealsoexist bridgesbetweenPlaceless
and,for example,the World Wide Web,enablingusersto
accessPlacelessdocumentswith any Web browser. Note
that in this last case,differentusersuseoneandthesame
Placelessapplication(which actsas a Web server at the
front endandconnectsto Placelesskernelsat thebackend)
to accesstheir respectivedocuments.

Figure1 shows thevariouscomponentsin thePlaceless
DocumentsSystemandhow they interact.

2.2. Authentication

To facilitateauthenticationof thevariousPlacelesscom-
ponentsto eachother, wechangedJavaRMI to usetheSe-
cure Socket Layer (SSL) [8] as the underlyingtransport.
Thisgivesustwo properties:

1. Weassurethecon�dentiality andintegrity of thecom-
municationbetweentwo components.

2. Componentscan authenticateeach other, i.e. they
learnat leastthepublickey of thepartythey arecom-
municatingwith.

2.3. AccessControl

Everykernelhasapolicy thatspeci�eswhatthevarious
principalsareallowed to do with documentsmanagedby
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Figure 2. Imper sonation in Placeless is similar to a quoting chain in ABLP logic.

thatkernel.A policy is asetof statements. Therearestate-
mentsaboutwhich namesare usedfor which principals,
and aboutwhat kind of privilegesare extendedto those
principals. The statementsareactuallyexpressionsof an
accesscontrol logic (seeSection3.3). Whena client re-
questsanoperationto beperformedin akernel,thatkernel
knows whatprincipal is requestingtheoperation,because
the requestcameover anauthenticatedchannel,andwhat
operationis to beperformed.Thatrequestthenis alsoex-
pressedasa statementof saidaccesscontrol logic. An in-
ferenceenginecanthenverify whetherthepolicy supports
thatrequest.

Clients of kernelscan impersonateprincipals. That
meansthat they announceon whosebehalfthey act. They
arefree to lie abouton whosebehalfthey areacting. The
kernelperformingtheoperationwill authenticatetheclient,
andwill thenmake surethatboththeclientandtheprinci-
pal it impersonateshave enoughprivilegesto performthe
operation.In fact, if a kernelgetsa requestthat is already
identi�ed asanimpersonationandneedsto turn aroundto
anotherkernelto havethatrequestanswered,thentheother
kernelwill have to checkthreeprincipals: the �rst kernel,
the �rst kernel's directclient, andthe principal that client
is impersonating.This is similar to aquotingchain“A says
thatB saysthatC saysthatX” in ABLP logic [2]. There,
too, we know that A is making the statement,but we do
not know whetherA is lying, e.g. whetherB really said
whatA is claiming.Figure2 illustratesthisapproach.The
fact that we do not authenticateprincipalsother than the
immediatepeerof an SSL connectiondoesnot represent
a securityhole, sincelying doesnot allow an attacker to
gainany advantage.We provide theability to impersonate
otherprincipalsmerelyasa form of the principleof least
privilege.Presumably, theWebserver in Figure2 hasa lot

of privileges.It impersonatesotherprincipalsto makesure
that it is only exercisingprivilegesthat the impersonated
principalalsohas.

3. Design

3.1. Principals

Thereare � ve differentkinds of principalsin our sys-
tem.They areall representedassubclassesof ourJavaclass
Principal , andexplainedin detailbelow:

3.1.1.LocalName. A LocalNameis a stringreferringto a
principal in someone's namespace.For example,“Bob”
is a LocalName.WhichprincipalthisLocalNamerefersto
dependson thenamespacein which it is evaluated.Alice
might call a differentprincipal “Bob” thanCharliedoes.
We call a LocalNamerelativebecauseits interpretationis
relative to somenamespace.

3.1.2.GlobalName. A GlobalNameis a public key. The
reasonwecall publickeys“global names”is thatit is likea
stringthateverybodyagreesonhow to interpret.While we
mightbothhavedifferentideasaboutwho“Bob” is, wedo
not have different ideasaboutwho the principal with the
public key “0x43453456: : : ” is. We call a GlobalName
absolutesinceit doesnotdependonanamespace.

3.1.3.ReferencePrincipal. A ReferencePrincipalis a se-
riesof LocalNamesor GlobalNames.If thereis a Global-
Namein the series,we call the ReferencePrincipalabso-
lute, otherwisewe call it relative. Relative ReferencePrin-
cipals are relative to a principal's namespace. Absolute



ReferencePrincipalsareglobalin thesensethateveryprin-
cipal will agreeon the identity of an absoluteReferen-
cePrincipal(seeSection3.3 on why that is). The Refer-
encePrincipal

ReferencePrincipal(LocalName(Bob);LocalName(Alice))

is theprincipalcalled“Alice” in thenamespaceof theprin-
cipal we call “Bob”. From now on, we will simply write
Bob0sAlice instead.

3.1.4. SelfPrincipal. The SelfPrincipal is the principal
representingthelocal system.TheSelfPrincipalhasa pri-
vatekey to signcerti�cates,authenticateitself overanSSL
connection,andsoforth. Theidentity of theSelfPrincipal
is establishedwhena Placelessclient or kernel is started.
Theuserhasto supplya privatekey to thePlacelessclient
or kernelto usefor its SelfPrincipal.In this paper, we will
call theSelfPrincipalsimplySelf.

3.1.5.AnyPrincipal. TheAnyPrincipalrepresentstheall-
embracinggroupthateverybodyis amemberof.

3.1.6. SubsetRelationships of Principals. We de�ne a
subsetrelationshipover principals. If X andY areprinci-
pals,thenwesaythatX � Y if eitherX andY areidentical
or Y is theAnyPrincipal.

3.2. Permissions

In our system,we useJava Permissionclasses.While
we do not useany of thepre-de�nedpermissionclassesto
describepossibleactionsin Placeless,wedousethenotion
that permissionscan imply eachother [9]. PermissionA
impliespermissionB if thesetof possibleactionsthatper-
missionA describesis a supersetof thesetof possibleac-
tionsthatpermissionB describes.For example,thepermis-
sionReadPermission(/usr/local/*) impliesthe
permissionReadPremission(/usr/local/foo) .

As we will seebelow, we will alsobe interestedin the
intersectionof permissions.Formally, we de�ne theinter-
sectionof permissionA andB, Au B, as

Au B = X

iff (A ! X) ^ (B ! X)

^ (8Y s:t: A ! Y ^ B ! Y:X ! Y)

(Read! as“implies.”) As it turnsout for thekindsof
permissionclassesweuse,theintersectionAu B is always
either A, B, or the emptypermission, i.e. the permission
describingno actionat all, which is implied by all other
permissions.

In Placeless,we have permissionclassesdenotingthe
following actions:

� Readingfrom documents.This includesreadingdoc-
umentcontentsaswell asreadingthevaluesof docu-
mentproperties.

� Writing to documentsand deletion of documents.
This includesthemodi�cation, deletion,andcreation
of properties.

� Creationof documents.

� Noti�cation abouteventshappeningin kernels.

Theseare called primitive permissions.Our logic treats
themasuninterpretedsymbols.We parameterizeour logic
over a �nite set of primitive permissions.We also have
specialpermissionsdenotingnamebindingsof principals
andpermissiondelegation,whicharediscussedbelow.

3.3. AccessControl Logic

We have de�ned anaccesscontrollogic thatwe usefor
Placeless2. Thelogicheavily borrowsfromSDSIandSPKI
[7] and can be seenas (yet another)attemptto formal-
ize systemsof that kind. It is also in�uenced by ABLP-
style [2] logics and tries to �t naturally with the Java
Permission classes,which is a reasonwhy we did not
follow theSDSI/SPKIapproachby theletter.

Expressionsof thelogic arestatements. A statementis
of theform

Principal : Permission;

wherePrincipal is theprincipalmakingthestatement.We
caninterpretastatementasmeaning“the principalmaking
thestatementassertsthat it is ok to performtheactionas-
sociatedwith thepermissionmentionedin thestatement”.
So,thestatement

LocalName(Bob) : ReadPermission

saysthat Bob wantsto reada document,while the state-
ment

Self : ReadPermission

meansthat it is ok to readthe document.The colon can
roughlybepronouncedas“says” with similar meaningas
in ABLP logic.

2We shouldnote that the accesscontrol logic can be usedin more
generalsettingsaswell, it is notparticularlycustomizedfor Placeless.



Policiesareexpressedasalist of statements.As wewill
seelater, thestatement

Self : DelegationPermission(LocalName(Bob);

ReadPermission)

meansthatwegiveBobreadpermission.Thestatement

Self : BindingPermission(Mother0sBrother;

LocalName(Uncle))

meansthatwe locally bind thename“Uncle” to theprinci-
pal that is boundto thename“Brother” in thenamespace
of theprincipalwecall “Mother”.

Beforewe introducetheinferencerulesof our logic, we
needto look at two specialpermissionclasses.

3.3.1.DelegationPermission. A DelegationPermissionis
a subclassof java.security.Permission . The
constructorof a DelegationPermissiontakes two argu-
ments:A principal,anda permission.As far asour logic
is concerned,aDelegationPermissionis a termof thelogic
thatalsotakesa principalanda permission:

Principal : DelegationPermission(Principal;Permission):

As will becomeapparentfrom the inferencerules of the
logic, thestatement

Self : DelegationPermission(X;P)

meansthatwe have givenpermissionP to principalX. As
anotherexample,thestatement

GlobalName(SomeKey) : DelegationPermission(X;P)

meansthat theprincipalwith thekey SomeKey hasdele-
gatedpermissionP to principalX.3

For every new permissionclasswe introduce,we need
to de�ne when an instanceof this classimplies another
permission.A DelegationPermissioncanonly imply other
DelegationPermissions.DelegationPermission(X;P) im-
pliesDelegationPermission(Y;Q) if P impliesQ andprin-
cipalX is asupersetof principalY (e.g. if X is theAnyPrin-
cipal).

3.3.2. BindingPermission. A BindingPermissionis an-
othersubclassof java.security.Permission . Its
constructor takes two principals, which are bound to

3ThenameX shouldbe evaluatedin the namespaceof theprincipal
makingthestatement,asshouldany principalthatappearswithin P.

each other. But note that this binding is not commu-
tative — a BindingPermission(X;Y) does not imply a
BindingPermission(Y;X). Rather, aBindingPermissiones-
tablishesakind of subset-supersetrelationshipbetweenthe
two principals.For example,

Self : BindingPermission(Bob;Managers)

canbe interpretedassayingthat Bob is a memberof the
groupManagers.Sometimes,it is easierto think of Bind-
ingPermissionsasestablishinga “speaks-for”relationship.
For example,

Self : BindingPermission(GlobalName(BobsKey);

LocalName(Bob))

saysthat the key BobsKey speaksfor the principal I call
Bob.

A BindingPermissioncannotimply permissionsother
than BindingPermissions. BindingPermission(X;Y) im-
pliesBindingPermission(X0;Y0) if X0 � X andY0 � Y (for
example,if X or Y aretheAnyPrincipal).

3.3.3. Why Binding and Delegation Permissions Ar e
Separate. Both BindingPermission(: : : , : : : ) and Dele-
gationPermission(: : : , : : : ) areinstancesof amoregeneral
“speaksfor” relation.Why do weseparatethem?We keep
themseparateto modeltheseparationfoundin a corporate
enterprise:a humanresourcesor corporatesecurityof�ce
is in charge of issuinga credentialsayingthat JohnDoe
is an employeeof Company X, while Doe's management
chain(or othercolleagues)areresponsiblefor settingac-
cesscontrolson their documents.Thus,while we support
attributecerti�cates,wealso�nd namesto beusefulfor ac-
cesscontrol:peopleareusedto thinkingin termsof names,
andnamesprovideausefullevel of indirectionto keys. We
write policiesin termsof names,not keys, sothata user's
key canchangeover time without requiringchangesto the
securitypolicy.

3.3.4.Infer enceRules. Our accesscontrol logic includes
inferencerulesthatallow us to infer new statementsfrom
a setof statementsalreadyheld to be true. The inference
rulesareintroducedbelow:

The�rst inferencerule is calledDelegation:

Self : DelegationPermission(X;P)

X0: P0

X0� X
Self : Pu P0jX0

(Del)



Here,the bar operator“ j” localizesprincipalswithin per-
missions.It is de�ned asfollows:

DelegationPermission(Y;P)jX =

DelegationPermission(Y@X;PjX)

BindingPermission(Y;Z)jX =

BindingPermission(Y@X;X0sZ)

For all otherpermissions,it is de�ned as

PjX = P:

The@-operatoris similar to a ReferencePrincipal,but not
thesame:

Y@X = X0sY if Y is relative

= Y if Y is absolute

For example,recall that this is how we would give Bob
permissionto readadocument:

Self : DelegationPermission(LocalName(Bob);

ReadPermission)

Bob's requestto readthe documentcanbe representedin
thelogic as

LocalName(Bob) : ReadPermission

Applicationof rule (Del) now yields

Self : ReadPermission;

which essentiallymeansthat it is ok to go aheadandread
thedocument.

Hereis anotherexample:Let usassumethatwealready
believethestatements

Self : DelegationPermission(

AnyPrincipal;DelegationPermission(

AnyPrincipal;ReadPermission))

and

LocalName(Bob) : DelegationPermission(

LocalName(Alice);ReadPermission)

We can apply rule (Del), sinceLocalName(Bob) is a
subsetof AnyPrincipal. Theresultingstatementis

Self : DelegationPermission(Bob0sAlice;ReadPermission)

Thesecondinferencerule is calledTransitivity:

Self : BindingPermission(X;Y)

Self : BindingPermission(Y;Z)
Self : BindingPermission(X;Z)

(Trans)

Thethird inferencerule is calledNameSpaceLinking:

X : BindingPermission(Y;Z)
Self : BindingPermission(Y@X;X0sZ)

(Link)

Thefourth inferencerule is calledContainment:

Self : BindingPermission(X;Y)

X : P
Y : P

(Cont)

Therearemore inferencerules that allow unrestricted
delegation(i.e. delegationthroughan arbitrarynumberof
levelsof nesting),but they arenot partof our currentim-
plementation,andarenotrelevantfor thediscussionin this
paper.

3.3.5.AccessControl Decisions.As wehaveseenin Fig-
ure2, a requestto performacertainactionis presentedto a
kerneltogetherwith a list of principals.Thekernelhasau-
thenticatedthe�rst principalitself, but theotherprincipals
arenot authenticated,they aremerelyimpersonated.The
immediateclient to our kernelmay or may not faithfully
relaywho it authenticatedbeforeit turnedto us.

For every principalin this list, our Placelesskernelcre-
atesastatementdescribingtherequestedaction.For exam-
ple,if theimmediateclientwasauthenticatedashaving key
K, andtherequestedoperationis to reada document,then
thestatementdescribingtherequestedactionis

GlobalName(K) : ReadPermission

This statementis addedto thelist of statementsdescribing
thelocalpolicy (seeSection4.2),andto thestatementsde-
rived from certi�catesalsopresentedby the client. Then,
aninferenceenginetriesto deducethestatement

Self : ReadPermission:

If thatsucceedsfor every principal in thelist, accessis al-
lowed,otherwiseit is denied.

3.3.6.An Example. Let usgothroughanexampleto illus-
tratetheconceptsof policiesandproving of authorization.
We will abbreviateasfollows: BindingPermissionwill be-
comeBind, DelegationPermissionwill becomeDelegate,



(1)(5) � (Cont) Bob: Bind(KL;Lab) (9)

(1)(6) � (Cont) Bob: Bind(Lab0sAlice;secretary) (10)

(1)(7) � (Cont) Bob: Delegate(secretary;Read) (11)

(9) � (Link) Self : Bind(KL;Bob0sLab) (12)

(10) � (Link) Self : Bind(Bob0sLab0sAlice;Bob0ssecretary) (13)

(8)(12) � (Cont) Bob0sLab: Bind(KA;Alice) (14)

(14) � (Link) Self : Bind(KA;Bob0sLab0sAlice) (15)

(3)(11) � (Del) Self : Delegate(Bob0ssecretary;Read) (16)

(13)(15) � (Trans) Self : Bind(KA;Bob0ssecretary) (17)

(4)(17) � (Cont) Bob0ssecretary: Read (18)

(16)(18) � (Del) Self : Read

Figure 3. Proof for the example in Section 3.3.6

ReadPermissionwill becomeRead, andwe will drop the
LocalNameandGlobalNametermsaroundkeysandnames
- KX is a GlobalName,andnamessuchasBob,Alice, etc.
areLocalNames.

In thisexample,weknow thekey of ourboss,Bob,and
havemadeanappropriateentryin ourpolicy:

Self : Bind(KB;Bob) (1)

We have alsogiven Bob ReadPermission,andhave given
him permissionto delegatethatpermission:

Self : Delegate(Bob;Read) (2)

Self : Delegate(Bob;Delegate(AnyPrincipal;Read)) (3)

A clienthasconnectedto ourkernel.DuringtheSSLhand-
shake,wehavelearnedthatthekey of thatclient is KA. The
client is trying to readoneof our documents.This canbe
expressedas

KA : Read: (4)

In addition, the client presentscerti�cates. Theseare
Delegate-or BindingPermissionssignedby principals.We
interpretthemasstatementsmadeby the key that signed
them. The �rst one said that the principal with key KB
(Bob)hasboundthename“Lab” to thekey KL:

KB : Bind(KL;Lab) (5)

Bobalsotellsusthathehasboundthename“secretary”to
theprincipalcalled“Alice” in thenamespaceof theprin-
cipalhecalls“Lab”

KB : Bind(Lab0sAlice;secretary) (6)

andthathehasdelegatedhisReadPermissionto theprinci-
palhecallssecretary:

KB : Delegate(secretary;Read) (7)

The last certi�cate our client presentsto us is signedby
the key KL, andstatesthat in KL's namespace,the name
“Alice” is boundto thekey KA:

KL : Bind(KA;Alice): (8)

Fromstatements(1) through(8) we will have to prove
thatSelf : Readholds.

Figure3 shows theproof. On the left, we show which
statementsand inferencerules are neededto deducethe
new statements,whicharenumberedontheright.

4. The Implementation

We have implementedour accesscontrol systemfor
PlacelessusingtheJava 2 PlatformJDK. We usetheIAIK
[11] cryptographicprovider andSSLimplementation.We
provideclassesfor thevarioustypesof principalsandper-
missions,andwe implementedaninferenceenginefor our
accesscontrol logic. We alsoimplementedtools thathide
most of the underlyingmechanismsand shouldmake it
easyfor Placelessusersto managetheir day-to-daysecu-
rity settings.

4.1. Running RMI over SSL

Sincethereleaseof theJava 2 Platform,it hasbeenrel-
atively easyto changethe transportmechanismunderly-
ing RMI. We choseto useSSL to gain both privacy and



authenticatedcommunication.In Placeless,theSSL layer
alwaysrequiresclientauthenticationandusesaspeci�c ci-
phersuite4 sincethereis no needfor ciphersuitenegotia-
tion. In SSL,thehandshake betweenclient andserver can
fail if eitherclientor serverdonotauthorizetheotherparty
to connect. In Placeless,we alwaysallow two partiesto
establishanSSLconnectionwith eachother. We notethe
identityof theothersideof thecommunicationlink andde-
fer accesscontroldecisionsto higherlayersin thesystem.

Whenan RMI client wantsto talk to an RMI server, it
usesRMI stubs, whichareobjectsthatimpersonateremote
(server) Java objectsin the local VM andforwardcalls to
the(remote)VM. If theclient doesnot have thestubcode
availablelocally, it candownloadit from theserver. In the
caseof anon-standardtransportmechanism(suchasSSL),
the client might also have to download codethat imple-
mentsthenon-standardtransportmechanism.Notethat in
thecaseof SSLthis presentsa problem.Theclient needs
a trustworthy SSL implementationso that (a) it can trust
theidentity of theotherendof theconnection,and(b) the
client believes that noncesand sessionkeys areproperly
generated.However, in certainsituationsit might acquire
thecodefor thatSSL implementationfrom thevery party
it is trying to authenticate.This is clearlya securityhole.
In our currentimplementation,we just disallow dynamic
downloadingof stubcode.This,however, disablesawhole
setof featuresfor distributedJavaprograms,sothatamore
satisfyingsolution is yet to be found. Unfortunately, the
Java2 RMI implementationdoesnotprovidehooksto con-
trol thedownloadingof stubclassesvia RMI.

The SSL implementation we used provides new
Socket classes,which can be used just like normal
TCP sockets, but implement SSL functionality. An
SSLSocket providesa methodto querythe identity (i.e.
theX.509certi�cate) of theotherpartyof anSSLconnec-
tion. This featureis lost in the “higher” RMI layer – an
RMI server objecthasno way of knowing throughwhich
speci�c SSL connectiona call to one of its methodshas
beeninvoked. This, however, is necessaryto establishthe
identityof thepartyoriginatingthecall andto performac-
cesscontrol decisions. Thereis no easyway to add this
functionality. After all, RMI is designedto hidethe trans-
port layer from upper layers, since it is supposedto be
transportlayerindependent.It turnsout,though,thatin the
currentimplementationof RMI thethreadin whichacom-
municationssocket is createdfor anRMI connectionis the
samethreadin which calls to the server objectassociated
with this connectionsareexecuted.Thereis a new thread
for every RMI connection. While this may be question-
ablein termsof performance,it gave us a handleto track
identitiesof SSLpeersinto theRMI layer: WhenanSSL

41024-bit RSA for key exchange,128-bit RC4 for encryption,and
SHA for MACs.

socket is created,it noteswhich threadcreatedit. Later,
whenan RMI server objectexecutesa call that wasiniti-
atedby a remoteparty, it canagaincheckwhich threadis
currentlyexecuting,andlookupwhich SSLSocket is as-
sociatedwith that thread. This way, RMI server objects
can learnthe identity (an X.509 certi�cate) of the parties
invokingcallson them.

4.2. Policies

Calls to a remotePlacelesskernelarehandledby RMI
serverobjects.They passtheidentityof thecaller, together
with certi�cates the caller provides5 and a statementde-
scribingthe intendedaction,to a referencemonitor. That
referencemonitor, just liketheJavaSecurityManager ,
thenmakesa decisionwhetherto proceedwith thecall or
not. The decisionwill be basedon the policy associated
with theobjecton which theproposedactionis to beper-
formed.

As notedearlier, a policy is a setof statementsin our
accesscontrollogic. All statementsareof theform

Self : BindingPermission(: : : ; : : : )

or

Self : DelegationPermission(: : : ; : : : )

WestoretheBindingPermissionstatementsin theuser's
namespace. The DelegationPermissionstatements(also
sometimesreferredto by themselvesasthe“policy” asop-
posedto the namespace)arestoredwith the documents.
This is similar to simpleaccesscontrollists,whicharealso
storedwith the documentthey areprotecting. Thereis a
possiblelevel of indirectionfor Placelesspolicies,though:
A documentmay, insteadof specifying its own policy,
specifythenameof a policy. Thatpolicy is thenlookedup
in theuser's policy document(a collectionof policies). If
adocumentdoesnotspecifyapolicy for its accesscontrol,
thepolicy called“default” from theuser'spolicy document
is used.

Sometimes,certainactionsdonotpertainto documents.
For example,whichpolicy shouldweconsultwhenweare
aboutto createa new document?Thedocumentdoesnot
exist yet, so it cannotspecifya policy governingits cre-
ation. For thesetypesof actionswe consult the policy
called“space” from the user's policy document. It is up
to the referencemonitor to decidewhich policy to apply.
In our implementation,thereferencemonitorwill �rst de-
cide whetherthe proposedactioncalls for the spacepol-
icy or for a document-speci�cpolicy. If the actionneeds

5Thesearesignedstatementsof our our accesscontrol logic. A client
might, for example,provide certi�catesto prove thatsomeonedelegated
privilegesto him.



a document-speci�cpolicy, it triesto fetchthepolicy from
the document. This caneitherbe an actualpolicy (a set
of statements),or a name.In the lattercase,thereference
monitorresolvesthenameagainstthelist of policiesstored
in theuser'spolicy document.If thereis nopolicy with the
givenname,the“default” policy is used.

The reference monitor will then add the
BindingPermission statementsfrom the user's name
space,togetherwith the statementsextracted from the
caller's certi�cates and the statement describing the
intendedaction, to the policy and engagethe inference
engineto try to prove that accessshouldbe granted(see
Section3.3.5).

4.3. Certi®cates

Certi�cates are signedBindingPermissionsor Delega-
tionPermissions.A client presentscerti�cateswith his re-
quest. Certi�catesare interpretedas statementsmadeby
thekey thatsignedthem.In our implementation,wecache
certi�cateson thekernelsidesothat for a givenSSLcon-
nection,a client hasto presentits certi�cates only once.
Our implementationdoesnotsupportcerti�cate revocation
lists. Instead,our certi�catesexpire. Theinferenceengine
will not take into accountstatementsgainedfrom expired
certi�cates.

4.4. Infer enceEngine

As explainedin Section3.3.5,the inferenceenginehas
to �nd aderivationof astatementof theform

Self : Permission

from the set of statementsgainedfrom the policy, name
space,certi�cates, and the requestedaction. We imple-
menteda simple forward-chaininginferenceengine: We
keepgeneratingnew statementsfromalreadyexistingones.
Sincethesetof derivablestatementsis �nite, this process
will terminate,andour inferenceengineis soundandcom-
pletewith respectto our logic.

4.5. Tools

We implementedseveral tools for usersto handleour
accesscontrolsystem.

Keycreation: We usethe java keytool to create1024-bit
RSA keys and self-signedX.509 certi�cates. The
X.509certi�catesarenotusedfor any purposeexcept
to exchangepublickeys in theSSLhandshake.

Keyexport and import: There is a tool to export the
user's public key to a �le. Otheruserscanthen im-
port thatpublickey andmapit to localnamesin their
namespaces.

Namespacemanager: Thenamespacemanageris a tool
thatallowsusersto createstatementsof thekind

Self : BindingPermission(: : : ; : : : ):

for their own local namespace.They canbind local
namesto keys, ReferencePrincipals,and other local
names.

Policy tool: The policy tool allows usersto make state-
mentsof thekind

Self : DelegationPermission(: : : ; : : : ):

andstorethemin namedpolicies. In the currentim-
plementation,the kinds of supportedstatementsare
restricted.Permissionscanonly begrantedto Local-
Names,andwedonotsupportthegrantingof Delega-
tionPermissionsor BindingPermissions.

Thepolicy toolcanalsobeusedtocreatenew policies,
deletepolicies,andremove statementsfrom a policy.
Thereis alsoa tool that populatesthe “default” and
“space”policy with reasonabledefault values.

Certi�cate tool: Thecerti�catetoolallowsusersto import
certi�cates,i.e. signedstatementsof theform

SomeKey : BindingPermission(: : : ; : : : )

or

SomeKey : DelegationPermission(: : : ; : : : )

into theircerti�catecollection.Thecerti�catetool can
alsobeusedto exportcerti�catesof theform

UserKey : DelegationPermission(: : : ; : : : ):

This is equivalent to delegatingpermissionsto third
parties.

The above-mentionednamespacemanagercan be
usedto exportcerti�catesof theform

UserKey : BindingPermission(: : : ; : : : )

Thiswill allow third partiesto makestatementsabout
principalsknown in ournamespace.

5. Experiencewith AccessControl Logics

Wewantedto baseoursystemonanaccesscontrollogic
becausewewantedto beableto developaformalmodelof



thecomplex relationshipsbetweenprivilegedelegationand
linked local namespaces.This way, it is easierto reason
aboutcertainpropertiesof thesystem.

Abadi, Halpernandvan derMeyden[1, 10] have tried
to formalizeSDSI-stylelinkedlocalnamespacesandpoint
out that thereis no obviously right way to do so. While
they canprove that their logics aresoundwith respectto
a certainsemantics,the choiceof semanticsis arbitrary.
Onecannotprove that a certainlogic will not be surpris-
ing, i.e. allow intuitively undesirableconclusions.There
hasnot beena publishedattemptto formalize the whole
SPKI framework, which would combinethe linked local
namespaceswith an accesscontrol framework. For our
work, weattemptedto do that,althoughon a smallerscale
(e.g. wedonothavethenotionof a thresholdprincipal).

We encounteredsimilar “surprises”with our logic. For
example,in anearlyversionwe hadthefollowing delega-
tion rule:

Self : DelegationPermission(P;X)

X0: P0

X0� X
Self : DelegationPermission(X0;Pu P0)

If we try to apply this rule to our example in Sec-
tion 3.3.6, insteadof statement(16) (seeFigure 3) we
wouldget:

Self : Delegate(secretary;Read):

This meansthat Bob issueda certi�cate that madeus
believe our secretaryhasReadPermission.This is not de-
sirable.

The logic, as presentedhere,hasanotherproblem: If
we, insteadof giving Bob ReadPermission,hadgiven all
managersReadPermission(andthepermissionto delegate
it):

Self : Delegate(Managers;Delegate(AnyPrincipal;Read))

andhadsaidthatBob is a manager:

Self : Bind(Bob;Managers)

thenwe could concludethat any manager's secretaryhas
ReadPermission:

Self : Bind(Managers0ssecretary;Read);

which is alsonotdesirable.
The following modi�ed containmentrule recti�es this

problem:

Self : BindingPermission(X;Y)

Self : DelegationPermission(Y;P)
Self : DelegationPermission(X;P)

The containmentrule presentedin Section3.3.4gives
BindingPermissiona “speaks-for”�a vor: A memberof a
groupcanspeakfor thegroup. This is thekind of groups
we �nd in ABLP logic [2]. However, in [10] the authors
point out that a subset-relationshipmight be moreappro-
priateto modelnamebindings.Themodi�ed containment
rulepresentedabovefollowsthatapproach:If wehavedel-
egateda permissionto a group,wehave delegatedit to ev-
erymember.

But now we no longercanprove the examplein Sec-
tion 3.3.6.We needanadditionalinferencerule, for exam-
pleHalpernandvanderMayden'sMonotonicity:

8Z:
Self : Bind(X;Y)
Self : Bind(X0sZ;Y0sZ)

The universal quanti�er greatly expands the search
space,thoughit remains�nite. However, thisis nottrivially
implementedin ourforward-chaininginferenceengine(see
Section4.4).

To �nd a logic thatmeetsintuition aboutwhatis secure
andwhat is not, andat thesametime is ef�ciently imple-
mentable,remainsanopenproblem.Wethink thatthelogic
presentedhereis a good startingpoint, but expect some
evolution towardsa logic that will be lessproneto “sur-
prises,” andhopefullywill haveenjoyedthescrutiny of the
computersecurityresearchcommunity.

6. Future Work

As we have just seen,this work hasled to someinter-
estingongoingresearch.The mostpressingand interest-
ing questionis whetherour accesscontrol logic is “good”.
While it is relatively easyto prove thatour logic is sound
(e.g. by proving all our inferencerules as theoremsin a
logic known to besound,for exampleFeltenandAppel's
logic [3]), it is harderto seewhetherit will “surprise”,i.e.
allow conclusionsthatwe intuitively would considerinse-
cure (see[1] and [10] for someexampleon “surprising”
conclusionsfound in earlierattemptsto formalizeSDSI).
We tried to learnour lessonfrom previous attempts(see
Section5), but it is not clearif the logic aspresentedhere
is the�nal word.

Our currentimplementationof the inferenceengineis
ratherinef�cient. On onehand,we arelooking for a more
effective inferencestrategy thanunguidedforward chain-
ing. On the other hand,we needto implementa better
cachingmechanismthatallowsquicklookupsof frequently
askedaccesscontrolqueries.

Othertopicsthatwearecurrentlyworkingon include:

Certi�cate dissemination Clientshave to presentcerti�-
catesto thekernelsto supporttheir requests.How do



clients�nd out which certi�catesarerelevant for the
requestedaction?Currently, clientssupplyall certi�-
catesthey collectedto kernels.Eventhoughthey are
cachedat the kernelside, this still is a performance
problem. Somework hasalreadybeendonein this
area[5].

Securingthe namesever Placelessuses a name server
similar to the RMI registry to locatekernels. Cur-
rently, the nameserver doesnot follow a security
policy whenregisteringkernelsundertheir respective
names.It couldthereforebepossiblefor a rogueker-
nel to impersonateanotherkernelto a client. Clients
couldin theorytesttheidentityof thekernelthey are
connectedto (afterall, they haveauthenticatedit over
anSSLconnection),but in practicehardlyeverdoso.
We needto securethePlacelessnameserver.

Legacyauthentication Recall the WWW serversin Fig-
ure 1. When they authenticatea browser, they do
not necessarilyusestrongSSLauthentication,which
yieldsthepublickey of thebrowser. They mightusea
differentkind of authenticationthat just yieldsa user
name(for example, if they usepassword-basedau-
thentication).How dowetranslatethatusernameinto
a Placelessprincipal? In our currentimplementation,
weassumethattheWWW serverknows(say, by con-
vention)thelocalnameunderwhichtheauthenticated
useris known to thekerneltheserver is connectedto.
It will thereforeimpersonatea LocalNameprincipal
whenit connectsto theserver. This only worksif the
Web server andthe kernel(s)it talks to agreeon the
namesof principals. We arecurrently looking for a
bettersolutionfor this problemof legacy authentica-
tion.

Parameterizedpermissions In the currentsystem,every
Placelessdocument(conceptually)hasits own policy.
Therefore,mostof ourpermissionclasses(e.g. Read-
Permission,WritePermission)donothaveany param-
eters. For example, if we add this statementto the
policy of documentFoo

Self : DelegationPermission(Bob;ReadPermission)

thenit is implicitly clearthattheReadPermissionper-
tains to the documentFoo. However, if Bob now
wantsto delegatehisReadPermissionfor Foo, hehas
no way of expressingthis. He canonly delegatehis
parameterlessReadPermission,effectively delegating
his privilege to readany documenthe is allowed to.
If our permissionstook parameters(like thestandard
Java permissionclassesdo), Bob could delegatehis
permissionto readspeci�c documentsto third parties.

7. Conclusion

Wehavedesignedandimplementedadistributedaccess
controlsystemfor thePlacelessDocumentsSystem.In ad-
dition to strongauthentication,we alsoprovide communi-
cationcon�dentiality andintegrity.

Borrowing ideasfrom SDSI, our systemcan be used
acrossadministrativedomainsanddoesnotrequirecentral-
izedcerti�cation authorities.At thesametime,it is �e xible
enoughto allow theestablishmentof certi�cation authori-
ties,shoulda groupof usersfeel soinclined(all they need
to do is to delegate a BindingPermission(AnyPrincipal,
AnyPrincipal)to certi�cation authoritiesthey trust).

Policiesareexpressedasa setof statementsof thekind

Self : DelegationPermission(Principal;Permission)

and

Self : BindingPermission(Principal;Principal):

The permissionscan take arbitrary arguments, and
can therefore be used to express a wide range of
security policies. For example, we could have an
IntervalPermission classthat would take threear-
guments: A not-before-dateA, a not-after-dateB, and a
permissionP. Then,wecouldde�ne that

IntervalPermission(A;B;P)

implies permissionQ if andonly if P implies Q and the
currenttime is betweenA andB. This way, we canlimit
arbitraryprivilegesto certaintimes. Otherarrangements,
andpermissionclassesimplementingthem,arepossible.

Centralto our systemis a simpleaccesscontrol logic
that tries to capturethe spirit of SDSI, SPKI andABLP-
stylesystemswhile naturally�tting within theJava frame-
work. Weweretrying tostrikeabalancebetweenoverly in-
�e xible systemslike simpleaccesscontrol lists (which do
not allow for delegation,for example,andusuallycannot
spanadministrativedomains)ononeside,andverygeneral,
but dif�cult-to-use systemslike proof carryingauthentica-
tion [3] (which usuallyput the burdenof rathercomplex
proofson therequesterof anoperation).In oursystem,the
requesterof anoperationonly needsto supplya suf�cient
setof certi�cates,while theinferenceengineontheserving
sideconstructstheproofon its own.

We �nd theSDSIapproachof linkedlocalnamespaces
veryappealing,but encounteredknownsubtletiesin its for-
malization,especiallywhenwe tried to combinethis with
SPKI-like delegationstatements(seealso[10] and[1] for
a discussionon theformalizationof SDSI).

Whilework remainstobedone,webelieveasystemlike
the onedescribedin this paperprovidesa �e xible frame-
work for accesscontrol in the PlacelessDocumentsSys-
tem,andfor distributedJavaapplicationsin general.
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