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Abstract

Wedescribghedesignandimplementatiomf a securityin-

frastructuefor a distributedJavaapplication. Thisworkis

inspired by SDSI/SPKIput hasa few twistsof its own. We

de nealogicfor accesgontmwl, sutthataccesss granted
iff a proofthatit shouldbegrantedis derivablein thelogic.

Our logic supportdinkedlocal namespacesprivilege del-

egation acrossadministative domains,and attribute cer

ti cates. We useSSLto establishsecue channelsthrough
which principalscan“speak”, and haveimplementeaur

accesgontol systenin Java. While weimplementeaur

infrastructue for the Placeles®ocumentsSystemour de-

signis applicableto otherapplicationsaswell. We discuss
geneal issuegelatedto building secue, distributed Java
applicationsthat we discovered.

1. Intr oduction

While everyoneknows that distributed systemsneed
cryptographyto be secure,amazinglylittle cryptography
is actuallydeployedtoday This s particularlytrue inside
corporatenetworks,wherea re wall is assumedo keepall
of the"bad” peopleout. Thefailureto deploy cryptography
morewidely hasmary causes:

Policy issuege.g., exportcontrols)have splinteredhe
marlketfor software.

TheX.509standardhasa hierarchicamodelfor certi-

cation authoritieg(CAs). Of course gveryonewants
to be attheroot of thetree. This hasgenerateanuch
discussionbut little action. Corporationsgenerally
wanta hierarchyundertheir own control.

Lackingacommonroot CA, it is dif cult to authenti-
cateacrossCA boundaries.

Evenif theseissueswere solved, the questionremains
whetheridentity-basederti cates(bindingnamesgo cryp-
tographickeys) areactuallyuseful. More recentwork em-
phasizesattribute certi cates as a more scalableanswer
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(see,for example[6]). The computerdoesnot carewho
the useris, only whetheror not the usershouldbe ableto
performsomeaction.

We have designedcandimplemented cryptographidn-
frastructurefor the PlacelesocumentsSystem,a large,
distributed middlewvare packagewritten in Java. We at-
temptto carefully navigate most of the perils described
above, e.g., by allowing, but not requiring, a centralized
CA. Ourwork owesmuchto the SDSI/SPKIwork [7], but
whenwe beganwork, no satishctory implementationof
thosesystemsvasavailablein Java. We took a principled
approacho thedesignof ouraccesgontrolmechanismso
thatrequestsupply credentialghat leadto a proof thata
requesis valid.

The restof this paperis structuredasfollows: In Sec-
tion 2, we give an overview of the PlacelesdDocuments
Systemandof our overall design.In Section3 we present
our designin more detail: We de ne principals permis-
sions andintroduceour accesgontrollogic. In Section4
we highlight afew aspect®f ourimplementationin Sec-
tion 5, we discusourexperiencevorkingwith accesgon-
trol logics. In Section6, we discusduturework, andSec-
tion 7 concludes.

2. Overview
2.1 The PlacelesocumentsSystem

The Placeles®ocumentsSystemis a distributeddocu-
mentmanagemensystemdevelopedat Xerox PARC [4].
Its majorfeaturesnclude

theability to manageseamlesslylocument®f differ-
entkinds(e.g. les, emailmessaged)febpagesetc.),
and

a query languageover documentproperties(as op-
posedo adirectoryhierarchyin whichdocumentsre
stored),which allows to retrieve speci ¢ documents
from their storagdocation.
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Figure 1. Placeless Documents. Kernels communicate with each other, and with Placeless applica-
tions, via RMI. Some applications may be used by multiple users at the same time. Kernels might
need to manage documents owned by diff erent users.

For the purpose®f this paper we focuson the follow-
ing propertiesof the PlacelesPocumentsSystemandits
currentimplementation:

It is aheaily distributedsystem.t is implementedn
Java. Thevariouscomponentsf the systemcommu-
nicatevia JazaRMI.

Every userof the systenrunsonekernel whichman-
agesthe documenspacefor thatuser A spaces the

conceptuakntity thatholdsall of ausers documents.

A kernelis the actual programthat implementsthe
spaceabstractiont:

Applicationsthatwouldlik e to usethe Placeles®oc-
umentsSystemactasclientsof kernels.All communi-
cationwith kernelsis via Java RMI. Kernelscanalso
communicatavith eachother if it turnsoutthatadoc-
umentis managedy anotherkernelthanthe oneit
wasoriginally requestedrom.

The documentcontentsare not storedinside Place-
less. Instead,Placelesstoresdocumentcontentsin
their naturalrepositoriese.g. les onthe le system,
Web pageson a Websener, andsoforth.

Every documents managedy exactly onekernel. If
a differentkernel asksfor accesdgo that document,
theotherkernelmustaccesshedocumenthroughthe

1Actually, a usercanrun morethanone kernel. However, thereis
alwaysastandardkernel,or gateleeper thatletstheuseraccessisor her
space.

document managingkernel. Thekernelis responsi-
ble for enforcingaccessontrol.

Typical Placelessapplications include browsetlike
graphicalinterfacesthat let usersmanagetheir (and oth-
ers)documentsTherealsoexist bridgesbetweerPlaceless
and, for example,the World Wide Web, enablingusersto
accesslacelesglocumentsvith any Web browser Note
thatin this last case differentusersuseoneandthe same
Placelessapplication(which actsas a Web sener at the
front endandconnectgo Placelesgernelsatthebackend)
to accessheirrespectre documents.

Figurel shavs the variouscomponentén the Placeless
DocumentsSystemandhow they interact.

2.2 Authentication

To facilitateauthenticatiomf thevariousPlacelessom-
ponentgo eachother we changedlava RMI to usethe Se-
cure Soclet Layer (SSL) [8] asthe underlyingtransport.
This givesustwo properties:

1. We assurghecon dentiality andintegrity of thecom-
municationbetweertwo components.

2. Componentscan authenticateeach other i.e. they
learnatleastthe publickey of the partythey arecom-
municatingwith.

2.3. AccesControl

Everykernelhasapolicy thatspeci eswhatthevarious
principalsare allowed to do with documentananagecdy



Bob

| mpersonates.
; - Bob
~ TT,D
Authenticates: :
- saver Kernel2 Authenticates:
Cheds: | - Kernel1
- saver Chedcks:
- Bob - Kernell
I mpersonates. 7 - saver
- saver ' - Bob
- Bob

Figure 2. Impersonation in Placeless is similar to a quoting chain in ABLP logic.

thatkernel. A policy is asetof statementsTherearestate-
mentsaboutwhich namesare usedfor which principals,
and aboutwhat kind of privilegesare extendedto those
principals. The statementsre actually expressionf an
accesgontrol logic (seeSection3.3). Whena client re-
guestsanoperatiorto be performedn akernel,thatkernel
knows what principalis requestinghe operation because
therequesttameover an authenticateahannelandwhat
operationis to be performed.Thatrequesthenis alsoex-
pressedsa statemenbf saidaccessontrollogic. An in-
ferenceenginecanthenverify whetherthe policy supports
thatrequest.

Clients of kernelscan impersonateprincipals. That
meanghatthey announceon whosebehalfthey act. They
arefreeto lie abouton whosebehalfthey areacting. The
kernelperformingtheoperatiorwill authenticat¢heclient,
andwill thenmalke surethatboththe clientandthe princi-
pal it impersonatebave enoughprivilegesto performthe
operation.In fact,if a kernelgetsarequesthatis already
identi ed asanimpersonatiorandneedso turn aroundto
anothekernelto have thatrequesainsweredthentheother
kernelwill have to checkthreeprincipals:the rst kernel,
the rst kernels directclient, andthe principal that client
isimpersonatingThisis similarto aquotingchain“A says
thatB saysthatC saysthatX” in ABLP logic [2]. There,
too, we know that A is making the statementput we do
not know whetherA is lying, e.g. whetherB really said
whatA is claiming. Figure?2 illustratesthis approachThe
factthat we do not authenticaterincipalsotherthanthe
immediatepeerof an SSL connectiondoesnot represent
a securityhole, sincelying doesnot allow an attacler to
gainary adwantage We provide the ability to impersonate
otherprincipalsmerelyasa form of the principle of least
privilege. Presumablythe Websenerin Figure2 hasalot

of privileges.It impersonatestherprincipalsto make sure
thatit is only exercisingprivilegesthat the impersonated
principalalsohas.

3. Design
3.1 Principals

Thereare ve differentkinds of principalsin our sys-
tem. They areall representedssubclassesf our Javaclass
Principal , andexplainedin detailbelow:

3.1.1.LocalName. A LocalNameis a stringreferringto a
principalin someones namespace. For example,“Bob”

is aLocalName Which principalthis LocalNamerefersto

depend®nthe namespacen whichit is evaluated.Alice

might call a differentprincipal “Bob” than Charlie does.
We call a LocalNamerelative becauséts interpretations

relative to somenamespace.

3.1.2.GlobalName. A GlobalNameis a public key. The

reasorwe call publickeys“global names’is thatit is likea

stringthateverybodyagreeson how to interpret.While we

mightbothhave differentideasaboutwho “Bob” is, we do

not have differentideasaboutwho the principal with the

public key “0x43453456::: ” is. We call a GlobalName
absolutesinceit doesnotdependn anamespace.

3.1.3.ReferencePrincipal. A ReferencePrincipat a se-
riesof LocalNamesr GlobalNameslf thereis a Global-
Namein the series,we call the ReferencePrincipabso-
lute, otherwisewe call it relative Relative ReferencePrin-
cipalsarerelative to a principal's namespace. Absolute



ReferencePrincipakreglobalin the senseahatevery prin-
cipal will agreeon the identity of an absoluteReferen-
cePrincipal(seeSection3.3 on why thatis). The Refer
encePrincipal

RefeencePrincipalLocalNaméBob); LocalNaméAlice))

istheprincipalcalled“Alice” in thenamespaceof theprin-
cipal we call “Bob”. From now on, we will simply write
Bobs Alice instead.

3.1.4. SelfPrincipal. The SelfPrincipalis the principal
representinghe local system.The SelfPrincipalhasa pri-
vatekey to signcerti cates,authenticatéself overan SSL
connectionandsoforth. Theidentity of the SelfPrincipal
is establishedvhena Placeles<lient or kernelis started.
Theuserhasto supplya privatekey to the Placelesslient
or kernelto usefor its SelfPrincipal.In this paperwe will
call the SelfPrincipalsimply Self.

3.1.5.AnyPrincipal. TheAnyPrincipalrepresenttheall-
embracingyroupthateverybodyis amemberof.

3.1.6. SubsetRelationships of Principals. We de ne a
subsetrelationshipover principals. If X andY areprinci-
pals,thenwe saythatX Y if eitherX andY areidentical
orY is the AnyPrincipal.

3.2 Permissions

In our system,we useJava Permissiorclasses.While
we do notuseary of the pre-de nedpermissiorclasseso
describepossibleactionsin Placelessye dousethenotion
that permissionsanimply eachother[9]. PermissionA
impliespermissiorB if thesetof possibleactionsthatper
missionA describess a supersebf the setof possibleac-
tionsthatpermissiorB describesFor example thepermis-
sion ReadPermission(/usr/local/*) impliesthe
permissiorReadPremission(/usr/local/foo)

As we will seebelov, we will alsobe interestedn the
intersectionof permissionsFormally, we de ne theinter
sectionof permissiomA andB, Au B, as

AuB= X
iff (Al X)~ (B! X)
N (8Yst: Al YAB! Y:X! YY)
(Read! as“implies”) Asit turnsout for the kinds of

permissiorclassesve use,theintersectiomu B is always
either A, B, or the emptypermission i.e. the permission
describingno action at all, which is implied by all other
permissions.

In Placelesswe have permissionclassesdenotingthe
following actions:

Readingrom documentsThis includesreadingdoc-
umentcontentsaaswell asreadingthe valuesof docu-
mentproperties.

Writing to documentsand deletion of documents.
This includesthe modi cation, deletion,andcreation
of properties.

Creationof documents.
Noti cation abouteventshappeningn kernels.

Theseare called primitive permissions. Our logic treats
themasuninterpretegymbols.We parameterizeur logic
over a nite setof primitive permissions. We also have
specialpermissiongenotingnamebindingsof principals
andpermissiordelegation,which arediscussedbelow.

3.3 AccessControl Logic

We have de ned anaccessontrollogic thatwe usefor
Placeles’ Thelogic heavily borronsfrom SDSlandSPKI
[7] and can be seenas (yet another)attemptto formal-
ize systemsof thatkind. It is alsoin uenced by ABLP-
style [2] logics and tries to t naturally with the Java
Permission classeswhich is a reasonwhy we did not
follow the SDSI/SPKlapproachby theletter.

Expression®f thelogic arestatementsA statements
of theform

Principal : Permission

wherePrincipal is the principal makingthe statementWe

caninterpreta statemenasmeaning‘the principalmaking

the statemenassertghatit is ok to performthe actionas-
sociatedwith the permissiormentionedn the statement”.
So,the statement

LocalNaméBob) : ReadRrmission

saysthat Bob wantsto reada documentwhile the state-
ment

Self: Readrmission
meansthatit is ok to readthe document. The colon can

roughly be pronouncedas“says” with similar meaningas
in ABLP logic.

2We should note that the accesscontrol logic can be usedin more
generakettingsaswell, it is not particularlycustomizedor Placeless.



Policiesareexpressedsallist of statementsis we will
seelater, the statement

Self: DelggationRermissiorfLocalNamé¢Bob);
Readrmission

meanghatwe give Bob readpermissionThe statement

Self: BindingRermissioifMother Brother;
LocalNamé¢Uncle)

meanghatwe locally bind thename“Uncle” to the princi-
palthatis boundto the name“Brother” in the namespace
of theprincipalwe call “Mother”.

Beforewe introducetheinferencerulesof ourlogic, we
needto look attwo specialpermissiorclasses.

3.3.1.DelegationRermission. A DelegationPermissiois
a subclassof java.security.Permission . The
constructorof a DelggationPermissiortakes two argu-
ments:A principal,anda permission.As far asour logic
is concerneda DelggationPermissiois atermof thelogic
thatalsotakesa principalanda permission:

Principal : DelegationRermissioifPrincipal; Permission:

As will becomeapparentfrom the inferencerules of the
logic, thestatement

Self: DelegationRermissioiiX; P)

meanghatwe have given permissiorP to principal X. As
anotherexample the statement

GlobalNaméSomeKey) : DelegationRermissioiiX; P)

meanghatthe principalwith thekey SomeKey hasdele-
gatedpermissiorP to principal X.3

For every new permissionclasswe introduce ,we need
to de ne when an instanceof this classimplies another
permission. A DelegationPermissionanonly imply other
DelegationPermissions.DelggationRermissiorfX; P) im-
plies DelggationRermissionfY; Q) if P impliesQ andprin-
cipal X isasuperseof principalY (e.g. if X istheAnyPrin-
cipal).

3.3.2. BindingPermission. A BindingPermissions an-
othersubclasof java.security.Permission . ts
constructortakes two principals, which are bound to

3The nameX shouldbe evaluatedin the namespaceof the principal
makingthe statementasshouldary principalthatappearsvithin P.

eachother But note that this binding is not commu-
tative — a BindingRermissioliX;Y) does not imply a
BindingRermissiolfY; X). RatheraBindingPermissioes-
tablishesakind of subset-supersetlationshipbetweerthe
two principals.For example,

Self: BindingRermissioriBob; Managers)

canbe interpretedas sayingthat Bob is a memberof the
groupManagers.Sometimesit is easierto think of Bind-

ingPermissionasestablishing “speaks-for’relationship.
For example,

Self: BindingRermissioiiGlobalNaméBobsKey);
LocalNamé¢Bobh))

saysthatthe key BobsKey speakdor the principall call
Boh.

A BindingPermissiorcannotimply permissionsother
than BindingPermissions. BindingRermissiofX;Y) im-
plies BindingRermissiogX® Y9 if X0 X andY® Y (for
example,if X orY arethe AnyPrincipal).

3.3.3. Why Binding and Delegation Permissions Are
Separate. Both BindingPermission(::, ::: ) and Dele-
gationPermission(: , ::: ) areinstance®f amoregeneral
“speaksfor” relation.Why do we separat¢hem?We keep
themseparatéo modelthe separatiorfoundin acorporate
enterprise:a humanresource®r corporatesecurityof ce
is in chage of issuinga credentialsayingthat JohnDoe
is an employee of Company X, while Doe's management
chain(or othercolleaguespre responsibldor settingac-
cesscontrolson their documents.Thus,while we support
attributecerti cates,wealso nd nameso beusefulfor ac-
cesgontrol: peopleareusedto thinkingin termsof names,
andnamegrovide ausefullevel of indirectionto keys. We
write policiesin termsof namespot keys, sothata users
key canchangeover time without requiringchangego the
securitypolicy.

3.3.4.InferenceRules. Our accessontrollogic includes
inferencerulesthatallow usto infer new statementérom
a setof statementslreadyheldto betrue. Theinference
rulesareintroducedbelow:

The rst inferenceruleis calledDelegation

Self: DelegationRermissioiiX; P)
X%: PO
X% X

Self: Pu PYxo

(Del)




Here, the bar operator*j” localizesprincipalswithin per
missions.lt is de ned asfollows:

DelegationRermissiofY; P)jx =
DelggationRermissioflY @X; Pjx)
BindingRermissioliY; Z)jx =
BindingRermissiolY @X; X% Z)
For all otherpermissionsit is de ned as
Pix = P.

The @-operatois similar to a ReferencePrincipabut not
thesame:

Yax = X&Y
=Y if Y is absolute

if Y is relatve

For example, recall that this is how we would give Bob
permissiorto reada document:

Self: DeleggationRermissiorfLocalNaméBob);
Readrmission

Bob's requestio readthe documentcanbe representeih
thelogic as

LocalNamé¢Bob) : ReadRrmission
Applicationof rule (Del) now yields
Self: ReadRrmission

which essentiallyneanghatit is ok to go aheadandread
thedocument.

Hereis anotherexample:Let usassumehatwe already
believe the statements

Self: DelegationRermissiof
AnyPrincipal DelegationRermissiot
AnyPrincipal ReadRrmission)

and

LocalNaméBob) : DelegationRermissiol
LocalNaméAlice); Readrmission

We can apply rule (Del), since LocalNaméBob) is a
subsebf AnyPrincipal Theresultingstatements

Self: DelegationRermissioifBobs Alice; ReadRrmission

Thesecondnferenceruleis calledTransitivity:

Self: BindingRermissioifX;Y)
Self: BindingRermissioiY; Z)
Self: BindingRermissiolX; Z2)

(Trans)

Thethird inferencerule is calledNameSpaced.inking:

X : BindingRermissiolfY; Z)
Self: BindingRermissiolY @X; X% Z)

(Link)

Thefourthinferenceruleis calledContainment

Self: BindingRermissiofX;Y)
X:P
Y:P

(Cont)

Thereare moreinferencerulesthat allow unrestricted
delegation(i.e. delegationthroughan arbitrary numberof
levels of nesting),but they arenot partof our currentim-
plementationandarenotrelevantfor thediscussionn this

paper

3.3.5.AccessControl Decisions. As we have seenin Fig-
ure2, arequesto performa certainactionis presentedo a
kerneltogethemith alist of principals.Thekernelhasau-
thenticatedhe rst principalitself, but the otherprincipals
arenot authenticatedthey are merelyimpersonated.The
immediateclient to our kernelmay or may not faithfully
relaywhoit authenticatetbeforeit turnedto us.

For every principalin this list, our Placeles&ernelcre-
atesa statementlescribingherequestedction.For exam-
ple,if theimmediateclientwasauthenticatedshaving key
K, andtherequesteaperations to reada documentthen
the statementlescribingherequestedctionis

GlobalNaméK) : ReadRrmission

This statemenis addedto thelist of statementslescribing
thelocal policy (seeSection4.2),andto the statementsle-
rived from certi catesalsopresentedy the client. Then,
aninferenceenginetriesto deducehestatement

Self: Readrmission

If thatsucceed$or every principalin thelist, accesss al-
lowed,otherwiseit is denied.

3.3.6.An Example. Letusgothroughanexampletoillus-
tratethe conceptf policiesandproving of authorization.
We will abbreviateasfollows: BindingRermissiorwill be-
comeBind, DeleggationRermissionwill becomeDelegate



(1)(5) (Cont) Bob: Bind(K;Lab) 9)
(1)(6) (Cort) Bob: Bind(Lab% Alice; secetary) (20)
(OH(7) (Cornt) Bob: Delegatqsecetary, Read (12)
(9) (Link) Self: Bind(K_ ; Bobfs Lab) (12)
(10) (Link)  Self: Bind(Bobs Lab% Alice; Bobs secetary) (13)
(8)(12) (Cort) Bobk Lab: Bind(Ka; Alice) (14)
(14) (Link)  Self: Bind(Ka; Bobfs Lab% Alice) (15)
(3)(11) (Del) Self: Deleyatg Bobs secetary, Read (16)
(13)(15 (Trang Self: Bind(Ka; Bobs secetary) a7
(4)(17) (Cont)  Bobssecetary: Read (18)
(16)(18) (Del) Self: Read

Figure 3. Proof for the example in Section 3.3.6

Readlermissionwill becomeRead andwe will dropthe
LocalNameandGlobalNameaermsaroundkeysandnames
- Kx is a GlobalNameandnamessuchasBob, Alice, etc.
areLocalNames.

In this example,we know thekey of ourboss,Bob, and
have madeanappropriateentryin our policy:

Self: Bind(Kg; Boh) Q)

We have alsogiven Bob ReadPermissiorgnd have given
him permissiorto delegatethatpermission:

Self: DelegatqBolby Read (2)
Self: Delegatg Bob; Deleggatg AnyPrincipal Real)) (3)

A clienthasconnectedo ourkernel.Duringthe SSLhand-
shale,we havelearnedhatthekey of thatclientis Ka. The
clientis trying to readone of our documents.This canbe
expresse@s

Ka : Read 4)

In addition, the client presentscerti cates. Theseare
Delegate-or BindingPermissionsignedby principals.We
interpretthem as statementsnadeby the key that signed
them. The rst one said that the principal with key Kg
(Bob) hasboundthename“Lab” to thekey K :

Kg : Bind(K(; Lab) (5)

Bobalsotells usthathe hasboundthe namesecretaryto
the principal called“Alice” in the namespaceof the prin-
cipalhecalls“Lab”

Kg : Bind(Lab% Alice; secetary) (6)

andthathehasdelegatechis ReadPermissioto the princi-
palhecallssecretary:

Kg : Delggatgsecetary, Read @)

The last certi cate our client presentdo us is signedby
the key K, andstatesthatin K_'s namespace the name
“Alice” is boundto thekey Ka:

KL : Bind(Ka; Alice): (8)

From statement$1) through(8) we will have to prove
thatSelf: Readholds.

Figure3 shaws the proof. On the left, we shav which
statementsand inferencerules are neededto deducethe
new statementsyhich arenumberedntheright.

4. The Implementation

We have implementedour accesscontrol systemfor
Placelessisingthe Java 2 PlatformJDK. We usethe IAIK
[11] cryptographigrovider and SSLimplementation.We
provide classegor thevarioustypesof principalsandper
missionsandwe implementedaninferenceenginefor our
accesgontrollogic. We alsoimplementedoolsthathide
most of the underlying mechanismsand should make it
easyfor Placelessisersto manageheir day-to-daysecu-
rity settings.

4.1 Running RMI over SSL
Sincethereleaseof the Java 2 Platform,it hasbeenrel-

atively easyto changethe transportmechanismunderly-
ing RMI. We choseto use SSL to gain both privacy and



authenticatedommunication.In Placelessthe SSL layer
alwaysrequiresclientauthenticatiomndusesa speci c ci-
phersuité* sincethereis no needfor ciphersuitenegotia-
tion. In SSL,thehandsha&betweerclientandsenercan
fail if eitherclientor senerdo notauthorizeheotherparty
to connect. In Placelessye always allow two partiesto
establishan SSL connectiorwith eachother We notethe
identity of theothersideof thecommunicatiorink andde-
fer accessontroldecisiongo higherlayersin thesystem.

Whenan RMI client wantsto talk to an RMI sener, it
usesRMI stubs which areobjectsthatimpersonateemote
(sener) Java objectsin the local VM andforward calls to
the (remote)VM. If theclientdoesnot have the stubcode
availablelocally, it candownloadit from the sener. In the
caseof anon-standarttansporimechanisnfsuchasSSL),
the client might also have to download codethat imple-
mentsthe non-standardransportmechanismNotethatin
the caseof SSL this presentsa problem. The client needs
a trustworthy SSL implementatiorso that (a) it cantrust
theidentity of the otherendof the connectionand(b) the
client believesthat noncesand sessiorkeys are properly
generatedHowever, in certainsituationsit might acquire
the codefor that SSLimplementatiorfrom the very party
it is trying to authenticate This is clearly a securityhole.
In our currentimplementationwe just disallov dynamic
downloadingof stubcode.This, howvever, disablesawhole
setof featuredor distributedJavaprogramssothatamore
satisfyingsolutionis yet to be found. Unfortunately the
Jara2 RMI implementatiordoesnot provide hooksto con-
trol thedownloadingof stubclassewia RMI.

The SSL implementation we used provides new
Socket classes,which can be used just like normal
TCP soclets, but implement SSL functionality ~ An
SSLSocket providesa methodto querytheidentity (i.e.
the X.509 certi cate) of the otherparty of an SSL connec-
tion. This featureis lost in the “higher” RMI layer— an
RMI sener objecthasno way of knowing throughwhich
speci ¢ SSL connectiona call to one of its methodshas
beeninvoked. This, however, is necessaryo establishthe
identity of the partyoriginatingthe call andto performac-
cesscontrol decisions. Thereis no easyway to addthis
functionality After all, RMI is designedo hidethetrans-
port layer from upperlayers, sinceit is supposedo be
transportayerindependentlt turnsout,though thatin the
currentimplementatiorof RMI thethreadin whichacom-
municationssocletis createdor anRMI connectioris the
samethreadin which calls to the sener objectassociated
with this connectionsreexecuted. Thereis a new thread
for every RMI connection. While this may be question-
ablein termsof performanceit gave us a handleto track
identitiesof SSL peersinto the RMI layer: Whenan SSL

41024-bit RSA for key exchange,128-bit RC4 for encryption,and
SHA for MACs.

soclet is created,it noteswhich threadcreatedit. Later,

whenan RMI sener objectexecutesa call thatwasiniti-

atedby a remoteparty, it canagaincheckwhich threadis

currentlyexecuting,andlookupwhich SSLSocket is as-
sociatedwith that thread. This way, RMI sener objects
canlearnthe identity (an X.509 certi cate) of the parties
invoking callsonthem.

4.2 Policies

Callsto aremotePlaceleskernelare handledby RMI
senerobjects.They passheidentity of thecaller, together
with certi cates the caller provides’ and a statementle-
scribingthe intendedaction, to a referencanonitor. That
referencemonitor, justliketheJava SecurityManager
thenmakesa decisionwhetherto proceedwith the call or
not. The decisionwill be basedon the policy associated
with the objecton which the proposedactionis to be per
formed.

As notedearlier a policy is a setof statementsn our
accesgontrollogic. All statementareof theform

Self BindingRermissioff::: ;:::)
or
Self : DelgationRermissiof::: ;:::)

We storethe BindingRermissiorstatements theusers
namespace The DelggationRermissionstatementgalso
sometimeseferredto by themselesasthe“policy” asop-
posedto the namespace)are storedwith the documents.
Thisis similarto simpleaccesgontrollists, whicharealso
storedwith the documenthey are protecting. Thereis a
possiblelevel of indirectionfor Placelespolicies,though:
A documentmay; insteadof specifyingits own policy,
specifythenameof a policy. Thatpolicy is thenlookedup
in the users policy documenta collectionof policies). If
adocumentdoesnot specifya policy for its accesgontrol,
thepolicy called“default” from theusers policy document
is used.

Sometimesgertainactionsdo notpertainto documents.
For example ,which policy shouldwe consultwhenwe are
aboutto createa new document?The documentdoesnot
exist yet, so it cannotspecify a policy governingits cre-
ation. For thesetypes of actionswe consultthe policy
called“space”from the users policy document. It is up
to the referencemonitor to decidewhich policy to apply.
In ourimplementationthe referencenonitorwill rst de-
cide whetherthe proposedaction calls for the spacepol-
icy or for a document-speci olicy. If the actionneeds

SThesearesignedstatementsf our our accessontrollogic. A client
might, for example,provide certi catesto prove that someonalelegated
privilegesto him.



adocument-speci @olicy, it triesto fetchthe policy from
the document. This can either be an actualpolicy (a set
of statements)pr a name.In the latter case the reference
monitorresohesthenameagainsthelist of policiesstored
in theusers policy documentlf thereis no policy with the
givenname the“default” policy is used.

The reference monitor will then add the
BindingPermission statementsfrom the users name
space,togetherwith the statementsextracted from the
caller's certi cates and the statementdescribing the
intendedaction, to the policy and engagethe inference
engineto try to prove thataccessshouldbe granted(see
Section3.3.5).

4.3 Certi®cates

Certi cates are signedBindingPermissionsr Delega-
tionPermissionsA client presentserti cateswith hisre-
guest. Certi cates areinterpretedas statementsnadeby
thekey thatsignedthem.In ourimplementationye cache
certi cateson thekernelsidesothatfor a given SSL con-
nection,a client hasto presentits certi cates only once.
Ourimplementatiordoesnot supportcerti cate revocation
lists. Insteadour certi catesexpire. Theinferenceengine
will nottake into accountstatementgainedfrom expired
certi cates.

4.4 InferenceEngine

As explainedin Section3.3.5,theinferenceenginehas
to nd adervationof astatemenbf theform

Self: Permission

from the setof statementgyainedfrom the policy, name
space,certi cates, and the requestedaction. We imple-

menteda simple forward-chaininginferenceengine: We

keepgeneratingnew statementfrom alreadyexistingones.
Sincethe setof derivablestatementss nite, this process
will terminate andourinferenceengineis soundandcom-

pletewith respecto ourlogic.

4.5 Tools

We implementedseveral tools for usersto handleour
accesgontrolsystem.

Key creation: We usethe java keytool to create1024-bit
RSA keys and self-signedX.509 certi cates. The
X.509certi catesarenotusedfor ary purposesxcept
to exchangepublic keysin the SSLhandshak.

Keyexport and import: There is a tool to export the
users public key to a le. Otheruserscanthenim-
portthatpublickey andmapit to local namesdn their
namespaces.

Namespacemanager: Thenamespacamanageis atool
thatallows userdo createstatementsf thekind

Self : BindingRermissiolf:::;:::):

for their own local namespace.They canbind local
namesto keys, ReferencePrincipaland otherlocal
names.

Policy tool: The policy tool allows usersto make state-
mentsof thekind

Self : DelgationRermissiol:::;:::):

andstorethemin namedpolicies. In the currentim-
plementation the kinds of supportedstatementsre
restricted.Permissionganonly be grantedto Local-
Namesandwe do notsupporthegrantingof Delega-
tionPermissionsr BindingPermissions.

Thepolicy tool canalsobeusedo createnew policies,
deletepolicies,andremove statement$rom a policy.
Thereis alsoa tool that populateshe “default” and
“space”policy with reasonabléelefault values.

Certi cate tool: Thecerti catetoolallowsusergoimport
certi cates,i.e. signedstatementsf theform

SomeKey : BindingRermissiof::: ;:::)
or
SomeKey : DelgationRermissiof::: ;:::)

into theircerti cate collection.Thecerti catetool can

alsobeusedto export certi catesof theform
UserKey : DelgationRermissiof:::;:::):

This is equivalentto delgyating permissiondo third
parties.

The abore-mentionedname spacemanagercan be
usedto export certi catesof theform

UserKey :

Thiswill allow third partiesto make statementabout
principalsknown in our namespace.

5. Experiencewith AccessControl Logics

We wantedto baseour systenonanaccesgontrollogic
becauseve wantedto beableto developaformalmodelof



thecomple relationshipdetweerprivilegedelegationand
linkedlocal namespaces.This way, it is easierto reason
aboutcertainpropertief the system.

Abadi, Halpernandvan der Meyden[1, 10] have tried
to formalizeSDSI-styldlinkedlocal namespacesandpoint
out that thereis no obviously right way to do so. While
they canprove thattheir logics are soundwith respecto
a certainsemanticsthe choice of semanticdgs arbitrary
Onecannotprove that a certainlogic will not be surpris-
ing, i.e. allow intuitively undesirableconclusions. There
hasnot beena publishedattemptto formalize the whole
SPKI framework, which would combinethe linked local
namespaceswith an accesscontrol framework. For our
work, we attemptedo do that,althoughon a smallerscale
(e.0. we do nothave thenotionof athresholdprincipal).

We encounteredimilar “surprises”with our logic. For
example,in anearly versionwe hadthe following delega-
tionrule:

Self: DelegationRermissioliP, X)
X0: PO
X% X
Self: DelggationRermissioiX", Pu P

If we try to apply this rule to our examplein Sec-
tion 3.3.6, insteadof statement(16) (see Figure 3) we
would get:

Self: Delegatgsecetary, Read:

This meansthat Bob issueda certi cate that madeus
believe our secretanhasReadPermissionThis is not de-
sirable.

The logic, as presentechere,hasanotherproblem: If
we, insteadof giving Bob ReadPermissiorhad given all
managerfkeadPermissioandthe permissiorto delegate

it):
Self: Delegatg Managers, Delegatg AnyPrincipal Read)

andhadsaidthatBobis amanager:
Self: Bind(Bob; Managers)

thenwe could concludethat ary manages secretaryhas
ReadPermission:

Self: Bind(Managers secetary, Read:

whichis alsonotdesirable.
The following modi ed containmentule recti es this
problem:

Self: BindingRermissioiiX;Y)
Self: DelegationRermissiofiY; P)
Self: DelegationRermissioiiX; P)

The containmentule presentedn Section3.3.4gives
BindingRermissiona “speaks-for” avor: A memberof a
groupcanspeakfor the group. This is the kind of groups
we nd in ABLP logic [2]. However, in [10] the authors
point out that a subset-relationshimight be more appro-
priateto modelnamebindings. The modi ed containment
rule presente@dbove followsthatapproachif we havedel-
egateda permissiorto a group,we have delegatedit to ev-
ery member

But now we no longer can prove the examplein Sec-
tion 3.3.6.We needanadditionalinferencerule, for exam-
ple HalpernandvanderMaydens Monotonicity

Self: Bind(X;Y)

82" Self Bnd(XSZY%Z)

The universal quanti er greatly expandsthe search
spacethoughit remainsnite. However, thisis nottrivially
implementedn ourforward-chainingnferenceenging(see
Sectiond.4).

To nd alogic thatmeetsntuition aboutwhatis secure
andwhatis not, andat the sametime is ef ciently imple-
mentableremainsanopenproblem.Wethink thatthelogic
presentechereis a good starting point, but expect some
evolution towardsa logic that will be lessproneto “sur-
prises;, andhopefullywill have enjoyedthe scrutiry of the
computersecurityresearcltommunity

6. Future Work

As we have just seen this work hasled to someinter-
estingongoingresearch.The most pressingand interest-
ing questionis whetherour accessontrollogic is “good”.
While it is relatively easyto prove thatour logic is sound
(e.g. by proving all our inferencerules astheoremsin a
logic known to be sound,for exampleFeltenand Appel's
logic [3]), it is harderto seewhetherit will “surprise”,i.e.
allow conclusionghatwe intuitively would considerinse-
cure (see[1] and[10] for someexampleon “surprising”
conclusiongoundin earlierattemptsto formalize SDSI).
We tried to learnour lessonfrom previous attempts(see
Section5), but it is not clearif the logic aspresentedhere
is the nal word.

Our currentimplementatiorof the inferenceengineis
ratherinef cient. Ononehand,we arelooking for amore
effective inferencestratgy than unguidedforward chain-
ing. On the other hand, we needto implementa better
cachingmechanisnthatallows quicklookupsof frequently
asledaccessontrolqueries.

Othertopicsthatwe arecurrentlyworking oninclude:

Certi cate dissemination Clientshave to presentcerti -
catesto the kernelsto supporttheir requestsHow do



clients nd outwhich certi catesarerelevantfor the
requestecction? Currently clientssupplyall certi -
catesthey collectedto kernels. Eventhoughthey are
cachedat the kernelside, this still is a performance
problem. Somework hasalreadybeendonein this
area[5].

Securingthe namesever Placelessusesa name sener
similar to the RMI registry to locate kernels. Cur-
rently, the name sener doesnot follow a security
policy whenregisteringkernelsundertheir respectie
names.It couldthereforebe possiblefor arogueker
nelto impersonatenotherkernelto a client. Clients
couldin theorytesttheidentity of thekernelthey are
connectedo (afterall, they have authenticated over
anSSL connection)put in practicehardlyeverdo so.
We needto secureghePlacelessiamesener.

Legacyauthentication Recallthe WWW senersin Fig-
ure 1. Whenthey authenticatea browser they do
not necessarilyusestrongSSL authenticationwhich
yieldsthepublickey of thebrowser They mightusea
differentkind of authenticatiorthatjust yieldsa user
name (for example,if they use passwerd-basedau-
thentication) How dowetranslatahatuserameinto
a Placelesprincipal? In our currentimplementation,
we assumehatthe WWW senerknows (say by con-
vention)thelocalnameunderwhichtheauthenticated
useris known to the kernelthe seneris connectedo.
It will thereforeimpersonatea LocalName principal
whenit connectgo the sener. This only worksif the
Web sener andthe kernel(s)it talks to agreeon the
namesof principals. We are currentlylooking for a
bettersolutionfor this problemof legag/ authentica-
tion.

Parameterizedpermissions In the currentsystem,every
Placelesslocumen{conceptuallyhasits own policy.
Thereforemostof our permissiorclassege.g. Read-
PermissionWritePermissionjlo nothave ary param-
eters. For example,if we add this statemento the
policy of documentoo

Self: DelegationRermissioiiBoly ReadRrmission

thenit isimplicitly clearthatthe ReadPermissioper
tainsto the documentFoo. However, if Bob now
wantsto delggatehis ReadPermissiofor Foo, hehas
no way of expressingthis. He canonly delegatehis
parameterlesReadPermissiorgffectively delegating
his privilege to readany documenthe is allowed to.
If our permissiongook parameterglik e the standard
Java permissionclasseslo), Bob could delegatehis
permissiorto readspeci ¢ documentso third parties.

7.Conclusion

We have designedandimplementeda distributedaccess
controlsystenfor thePlaceles®ocumentsSystem.n ad-
dition to strongauthenticationyve alsoprovide communi-
cationcon dentiality andintegrity.

Borrowing ideasfrom SDSI, our systemcan be used
acrossadministratve domainsanddoesnotrequirecentral-
izedcerti cation authorities At thesameime, it is e xible
enoughto allow the establishmenof certi cation authori-
ties, shoulda groupof usersfeel soinclined (all they need
to do is to delggate a BindingRermission(AnyPrincipal,
AnyPrincipal)to certi cation authoritieghey trust).

Policiesareexpressedsa setof statementsf thekind

Self: DeleggationRermissiorjPrincipal; Permission
and
Self: BindingRermissiotPrincipal; Principal):

The permissionscan take arbitrary arguments, and
can therefore be used to express a wide range of
security policies. For example, we could hae an
IntervalPermission classthatwould take threear
guments: A not-before-daté, a not-afterdateB, anda
permissiorP. Then,we couldde ne that

IntervalRermissiolfA; B; P)

implies permissionQ if andonly if P implies Q andthe
currenttime is betweenA andB. This way, we canlimit
arbitrary privilegesto certaintimes. Otherarrangements,
andpermissiorclassesmplementinghem,arepossible.

Centralto our systemis a simple accessontrol logic
that tries to capturethe spirit of SDSI, SPKI and ABLP-
style systemawhile naturally tting within the Java frame-
work. We weretrying to strike abalancebetweeroverlyin-
e xible systemdik e simpleaccesgontrollists (which do
not allow for delegation,for example,andusually cannot
spamadministratvedomainspnoneside,andverygeneral,
but dif cult-to-use systemdik e proof carryingauthentica-
tion [3] (which usually put the burdenof rathercomplex
proofsontherequesteof anoperation).In our systemthe
requestenf anoperationonly needso supplya sufcient
setof certi cates,while theinferenceengineontheserving
sideconstructgheproofonits own.

We nd the SDSlapproactof linkedlocal namespaces
very appealingbut encountere&nown subtletiesn its for-
malization,especiallywhenwe tried to combinethis with
SPKI-like delegationstatementgseealso[10] and[1] for
adiscussiorontheformalizationof SDSI).

While work remaingo bedone webelieveasystenilike
the one describedn this paperprovidesa e xible frame-
work for accesscontrol in the PlacelesDocumentsSys-
tem,andfor distributedJara applicationsn general.
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