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Abstract

We usea state-transitionapproach to analyzeandcom-
pare the core accesscontrol mechanismsthat are charac-
teristicof a varietyof trustmanagement,accesscontrol list,
andcapability-basedsystems.Theframework,which char-
acterizesthe setof rights a subjecthasover an objectaf-
ter any sequenceof actions, is basedon abstract system
states,state transitions,and logical deductionof access
control judgments.We presentabstract modelsrepresent-
ing theaccesscontrol portion of trust management,access
control lists,andtwo versionsof capabilities,provingvari-
ouscorrespondenceandsimulationrelationsbetweenthese
models.Themain resultsincludean equivalencebetween
accesscontrol lists (ACLs)andcapabilitiesviewedasrows
of the Lampsonaccessmatrix and the (proper) subsump-
tion of a form of ACLsby an “unforgeablereference” form
of capabilities.Theaccesscontrol mechanismat theheart
of distributedtrust managementsystemsis formally shown
to providea tractablecompromisebetweenunrestrictedca-
pability passingfrom thecapabilitymodelsandeasyrevo-
cationprovidedbyaccesscontrol lists. Theunderlyingsim-
ulationsshowhow trust managementcompareswith more
establishedaccesscontrol mechanisms,independentof fea-
turessuch as local namespacesand certi�cate authoriza-
tion hierarchies.

1. Intr oduction

Many approachesto discretionaryaccesscontrol have
been proposed, studied, and implemented over the
years[12, 22, 2]. Trust managementis an emerging ap-
proachbasedoncryptographickeys,signedcredentials,and
policies [5, 6, 7]. As an accesscontrol mechanism,apart
from cryptographicissues,a characteristicof trustmanage-
mentis delegation: a principalcandelegateaccessto a re-
source,providedthattheprincipalhasbeengrantedtheabil-

�

Supportedin partby DARPA grantN66001-00-C-8015.
�

Supportedin partby DARPA grantN66001-00-1-8921.

ity to do soby theownerof the resourceor by somechain
of delegations.Our goal in this paperis to studythepower
of delegation,in comparisonwith othermechanismssuch
as transferof capabilitiesin capability-basedmodels,and
prove preciserelationshipsbetweentrust managementand
other mechanisms.To this end, we presentprecisemod-
els of theabstractfeaturesof theaccesscontrol portionof
trust management,accesscontrol list, and capability sys-
tems,andprove theexistenceandnonexistenceof simula-
tion relationsbetweenthesesystems.

Lampson's accessmatrix [17], re�ned by Harrison,
Ruzzo,andUllman [14], hasbeenusedwidely asthe ba-
sisfor comparingearlieraccesscontrolmechanisms.While
theaccessmatrix is a usefulmodel,it is not suf�ciently ex-
pressiveto accountfor propertiesof delegationin trustman-
agement,or theway thatcapabilities(whenrepresentedas
unforgeable“tickets”) canbe passedfrom oneuserto an-
other. We thereforeproposea new modelof accesscontrol,
basedon abstractsystemstates,statetransitions,andlogi-
caldeductionof accesscontroljudgments.Themainideais
simply to identify a setof abstractsystemstates,eachcon-
tainingthekind of informationthatwould bemaintainedin
an accesscontrol system.The importantpropertyof each
stateis thesetof accessrequeststhatwill beallowedin this
state,andtheaccessrequeststhatwill beallowedaftersub-
sequentactionssuchasthetransferof a capability. Theset
of allowedaccessrequestsmayberecordeddirectly in the
state,asin accesscontrollists,or derivedfrom propertiesof
thestateby someform of logical inference.In this frame-
work, we compareaccesscontrol mechanismsby compar-
ing theresulting“abstractstatemachines,” usingtraditional
forms of simulationrelationsfrom programminglanguage
andconcurrency theory.

For eachpair of accesscontrol mechanisms,we con-
sider the ways that the actionsof one mechanismcan be
simulatedby actionsof another. An interestingsubtletyis
whetherthemappingbetweenactionsis one-to-oneor one-
to-many. While a one-to-many correspondence,in which
oneactionin onemodelis equivalentin effectto asequence
of actionsin another, mayseema suitableequivalencebe-



tweenmodels,thereis thepotentialfor thelattermechanism
to besubjectto attacksthatcannotbecarriedoutagainstthe
�rst model.Sincethis canbepreventedby enforcingatom-
icity of theimplementingsequenceof actionsin thesecond
model,thedistinctionbetweenone-to-oneandone-to-many
simulationsmayprovideusefulguidancein practice.

The main simulationresultsaresummarizedasa setof
four diagrams,eachshowing theexistenceor impossibility
of one-to-oneandone-to-many simulationsbetweenaccess
control models. In brief, the main resultsare that access
control lists are equivalent to capabilities,when capabili-
tiesareregardedasrowsof anaccesscontrolmatrix. How-
ever, whenpropertiesof the“unforgeableticket” implemen-
tationof capabilitiesaretakeninto account,capabilitiescan
weakly(one-to-many) simulateaccesscontrol lists,but not
conversely. Trustmanagementsystems,modeledherewith-
out keys or namespaces,canvary the delegationdepthto
strongly(one-to-one)simulatetheothermechanisms,pro-
viding a tractablecompromisebetweenunrestrictedcapa-
bility passingfrom thecapabilitymodelandeasyrevocation
providedby accesscontrol lists. In this generalcase,trust
managementsystemscanprovide feasiblerevocation,and
we may identify trust credentialswith history-dependent
capabilities. More generally, our studysuggeststhat trust
managementsubsumesbothearliermechanismsin speci�c
ways. Thesetheoremsdependon theexactnatureof what
is consideredobservable,andhighlight somesubtlediffer-
encesin capabilitysystemsthatmightbeeasilyoverlooked.

Therestof this paperis organizedasfollows. Section2
de�nes our model. Sections3 through5 formalize trust
management,accesscontrol lists, and two modelsof ca-
pabilities. Section6 presentsa sequenceof resultscap-
turing the relationshipsbetweenthesemodels,with an in-
terpretationin Section6.5. We make someconcludingre-
marksin Section7, andpoint out directionsfor further re-
search.Someadditionaltechnicalpointsandexamplesare
presentedin theappendices.

2. The State-Transition Model

An accesscontrol mechanismdecides,given a con�g-
urationof the system,whethera subjectis allowed a cer-
tain right on an object. For example,given a set of per-
missionsat a web site, a web accesscontrol systemmust
decidewhethera speci�c employeeof anorganizationcan
readawebpagehostedwithin thecorporateintranet.While
authenticationis required,we will not considerthis partof
the accesscontrol mechanism.Therefore,an accesscon-
trol mechanismcomprisesa setof systemstates,subjects,
rights,objects,andanaccessalgorithm.Along with asetof
systemstates,anaccesscontrolmechanismalsoprovidesa
setof operationsthat changethe systemfrom onestateto
another. With theseconceptsin mind, our modelof access

controlmechanismshasthefollowing parts:

� A world state, which is thepartof thesystemcon�gu-
rationthatis relevantto theaccesscontrolmechanism,

� A setof possibleactions, eachof whichde�nesa tran-
sition mappingfrom world statesto world states.Ex-
amplesof actionsinclude,createa resource,allow ac-
cess,revokeaccess,andsoon,

� An accessjudgment, whichstateswhenoneobjectcan
accessanother. This may be speci�ed in the form of
logical inference,equivalent to someimplementable
algorithm.Givenaworld state

���

, thejudgmentthat
subject� canaccesstheobject � with right � is written

�����

�
	��
������� .

In the remainderof the paper, we will work with models
of trustmanagement,accesscontrollist, andcapabilitysys-
temsconsistingof thesethreeparts. As suggestedabove,
the world stateswill includesubjects,rights, objects,and
associationsbetweenthem,actionswill modify theseasso-
ciations,andaccessjudgmentswill specifytheaccessesthat
areallowedin agivenstate.

Over time, differing versionsof each accesscontrol
mechanismhave beenproposedandimplemented.For ex-
ample,AFS [15] usesa �ne grainedform of accesscontrol
lists, whereasclassicalUnix operatingsystempermission
bits canbeseenasa restricted,coarsegrainedform of ac-
cesscontrollists. Bothsystemsaddgroupsandde�ne eval-
uationorders(seeExampleC.1 in AppendixC). Proposed
capability-basedsystems[18] vary in a numberof ways.
Themostsigni�cant for ourstudyis thedifferencebetween
systemsthat allow unrestrictedpassingof capabilitiesand
systemsthatimposecontrolthroughreferencemonitorsand
indirection. Trust Managementsystems[6, 8, 5] arequite
recent,and have several variations. In order to give pre-
cisecomparisonsof somevalue,wehaveattemptedto iden-
tify representative propertiesof eachclassof accesscon-
trol mechanism.In particular, we analyzeandcomparethe
well-understoodcentralizedcontrolandeaseof revocation
within accesscontrol lists with the unrestrictedpassingof
capabilitysystems,with newer trustmanagementsystems,
whichallow for boundeddelegation.

This work follows in the tradition of Kain and
Landwehr[16], althoughit provides a more preciseand
broadersetting in which to reasonaboutdifferent access
controlmechanisms.SandhuandGantahaveconductedre-
latedstudies[23, 25, 24, 11] in thecontext of accessmatrix
modelsandtheir variants;our focushasbeenon studying
awider rangeof differentaccesscontrolmechanismsin the
sameformal framework, and the developmentof general
speci�cationandcomparisontechniques.



3. Modeling Trust Management ���������

TrustManagement[7] is a relatively recentproposalfor
accesscontrol, in which an accessrequestis accompanied
by asetof credentialswhichtogether(by transitiveclosure)
constitutea proof asto why the accessshouldbe allowed.
Resourcesmay grantaccess,aswell as the ability to fur-
ther delegatethataccessa restrictednumberof times. We
illustratethis by meansof anexample.

EXAM PL E 3.1 TheDoD Firewall Proxy

A classicexamplein thetrustmanagementliteraturegiven
in favor of delegatingauthorityandreducingburdenon a
centralomniscientdirectoryof usersis theDoD �re wall ac-
cessscenario[10]. Insteadof enforcingstrict control by
a centraldatabaseof users(accesscontrol list), the same
endis soughtby a small root accesscontrol list (contain-
ing saythepresident,ministry of�cials, andchiefsof staff)
andcarefully de�ned policies implementedby delegation.
For example,privatejoe may be able to access�le foo
insidethe�re wall becausethesecretaryof defenseallowed
ageneralto allow acaptainto allow joe to accessthe�le.

Lets denotethe objectscorrespondingto the secretary
of defense,the general,the captain,andjoe by 	�
 , 	
� ,

	�� , and 	�� respectively (thesecouldbetheir privatekeys,
for example.)Thenwe canmodeltheaccesscontrolpolicy
describedaboveby thepseudo-credentials

Allow � foo � read ��� ��	�
 ��� �

Delegate��	�
 � foo � read ��� ��	
� ��� �

Delegate��	
��� foo � read ��� ��	
�

��� �

Delegate��	
�

� foo � read ��� ��	
�

��� ���

Clearly, we may construct a proof of
Allow Access��	

�
� foo � read � by a transitive closure

of the above credentials. Note that revocationof any of
thesecredentialswould causethe accessto fail. We will
formally comparethis with capability revocation later in
thepaper. �

Currenttrustmanagementsystems[6, 8, 5] includeother
featureslike supportfor local namespacesandcerti�cate
authorizationhierarchies.While theseadditionsareuseful,
andit is importantto understandthemformally [1, 13, 19],
they areorthogonalto thebasicaccesscontrolmechanism
at theheartof trustmanagement.Thusour modelfor trust
managementcomprisesof thefollowing:
1. World State �

���

� : The world statecontainsa set �

of objects,a set  of rights and two maps ! (bounded
RootACL) and " (boundedDelegate):

! #$��%� 	$& ����%(' �

" #$��%� )%*��	$& �+��%�' �

Wedonotspecifyaseparatesetof subjects;eachobjectcan
actasa subjectaswell, requestingaccessrightson another

object. Accessto a right on an object in a trust manage-
mentsettingis eitherdirectly allowed by the �
������� pair in
question,or is propagatedby someonewhoholdsthatright,
andwemodelthesetwo casesby themaps! and " respec-
tively. In this sense,accesspropagationin thesesystemsis
a hybrid betweenthe object-controlledaccesscontrol list,
andthesubject-controlledcapability.

! � � ��� ��� � speci�es the set of objectswhich can access
right � onobject � , andthedepthto whichthey candelegate
that right. Thusif �
� 
 ��, ��-.! � � ��� ��� � , then � 
 canaccess
right � on object � , and can delegatethat accessright to
anotherobject �0/ which canthendelegateit to a maximum
effective depthof ,2143 . The delegationactionwould be
modeledas � �5/ ��,61�3 �7-*" �
� 
 � � ����� . In generalif anobject

� 
 delegatesits accessright on � ��� ��� to a delegateeobject
� / with depth8 , thenthesetof suchdelegationsis captured
by " �
�5
 � ��� ��� .
2. Actions: An actionspeci�esa transitionfrom oneworld
stateto another. For a givenworld state9 , we denotethe
resultof anaction : thattakesthevectorof arguments; < by

: �
;

<>=
9 � . We assumethat theworld state9 's components

beforethe actionaregiven by � ,  , ! , and " , andafter-
wards,by �@? ,  A? , !6? and "B? . For eachof theactionsbelow,
we informally statewhat theactionis supposedto accom-
plish, de�ne it by anequation,andthencheckto seeif the
equationmatchesour original intuition. The following ac-
tionsarede�ned, togetherwith theworld statecomponents
thataremodi�ed (seetable1 in AppendixB for asummary
of all actions):

� Create(object):Object �
� createsa new objecto.

Create�
�5� ���
=

9 �DC ���.EGF �IH �� ��!6? ��"�? � � where

!J? �
�������KC L

� �
�

�M3 � ��C �ON

P

��Q C �ON

�R-* 

"�?SC "GT � � ��� �����VU 	

PXW

�@-Y� � ��-* 6Z

The new object � is addedto thesetof objects � , andthe
creator �

� to the rootacl for � ��� �[N � . Since �
� created� , it

is given the right �[N of editing � 's rootacl,and the ability
to delegatethat right to anyoneit wishesto. No oneelse
holdsany rightsto � at this point.

� Add(to rootacl):Allow object �0
 right � onobject � , with
delegationpowersuptodepth8 .

Add �
��� � � �



��8
=

9 �VC ��� �� ��!

?

��" � � where

!

?

C\!]T �
�������^U 	_! � �
������� �`EYF��
�5
 ��8 ��HMZ

The only statetransformationcausedby the Add actionis
the additionof the pair �
�



��8 � to the rootaclof ! . Since

this newly obtainedright hasnot yet beendelegated,the
map " andotherstatecomponentsremainthesame.

� Remove(fromrootacl):Removeobject�a
 'saccessto right
� onobject � .

Remove�
��� � � �



��8
=

9 �VC ��� �� ��!

?

��" � � where



!

?

C\!]T �
����� �7U 	_! ���
����� ��� 1 F � � 
 ��8���H Z

Again, theonly changedirectly causedby theRemoveac-
tion is theremovalof �
� 
 ��8 � from therootaclof �
������� , asre-
�ected in theupdatedmap ! . Notethat " hasnot changed
after theaction,eventhoughaccessespreviously delegated
through� 
 will now fail.

� Delegate (accessright): Object � 
 delegatesits right to
access�
������� to delegateeobject � / , andallowsit to delegate
it furtherto depth8 .

Delegate�
�5
�������� ��� / ��8 = 9 �^C���� �� ��! ��"

?

� � where

"

?

C\" T �
�5
 ��� ����� U	_" � �
�5
�� � � ��� � EGF � � / ��8 ��HMZ

Theonly statecomponentdirectlymodi�ed by theDelegate
action,is themap " , which is updatedto re�ect theadded
delegationin theobviousway. All othercomponentsremain
thesame.

� Revoke (delegatedaccessright): Object �a
 revokes its
previously delegatedright to access�
��� ��� with delegation
depth8 from object �0/ .

Revoke� �



� ��� � ���5/ ��8
=

9 �VC ��� �� ��! ��"

?

� � where

"

?

C\" T �
�



��� �����VU 	 " � � �



� � � ��� � 1 F � �5/ ��8 ��HMZ

Again, theRevoke actionchangesonly thedelegationmap
in theobviousway. All othercomponentsremainthesame.

� Delete(object):Object � is deletedfrom thesystem.

Delete�
�
=

9 �VC ��� 1 F �IH �� ��!

W

�������	��

�

��"

W

�������	��

�

�

The Deleteaction removesall instancesof object � from
thesystem,therebyremoving it from thesetof objects � ,
its rootaclsfrom themap ! , andall delegatedaccessrights
to it from themap " . In otherwords,themaps! and " are
updatedby restrictingtheir domainsto ��� 1 F �IH � %* and

��� 1 F �IH �7%* % ��� 1 F �IH � respectively.
3. AccessJudgment: We specify the accessjudgment
as a logical judgment,given the following four inference
rules. The componentmapsof the world statecanbe in-
terpretedasset-membershippredicates;����� � � ������� ��8�� is
true if f � � ��8���-.! � � ��� ��� � , and ����� � � ����� � ���



��8�� is true if f

� �



��8�� - " � � ����� ��� . Subject� canaccessthe �
������� pair iff
it canproduceaproofof ���������	� � � ����� � ��8 � , for some8 , from
thepredicateequivalentof theworld stateandthefollowing
four inferencerules:

� RootACL � ����� ��! �	� ��� ��8��������������	� ��! �
� � � ��8��

� Delegation� �������!�
� ��! �
� � � ��8��#"$����� ��! �	� ��� �	%
��8R1 3 �

�&���������	� �'%
�
� ��� ��8]1 3 �

� Ord1� �������!�
� ��! �
� ��8)( 3 ���*�������!�
� ��! �	� ��8 �

� Ord2� ����� ��! �
� � � ��%
��8)( 3 ���*����� ��! �	� ��� �
+ ��8 �

The�rst two rulescapturetherootaclanddelegationchain
mechanismsof obtainingaccess,and the last two capture
theintuitiveorderrelationshipbetweendelegationdepths.

We now modelaccesscontrol lists andtwo versionsof
capabilitieswithin our framework, so that we may make
comparisonsbetweenthesemodels.

4. Modeling AccessControl Lists ���-,�.0/��

Access control lists are a very commonly deployed
mechanismfor restrictingaccess,usefulwhenthe “users”
of the resourceare known in advance. First introduced
for controlling �le systemaccessin the operatingsystem
Multics [21] andin theCambridgeTitanMulti-AccessSys-
tem [4], accessis moderatedby checkingfor membership
in the accesscontrol list (acl) associatedwith eachobject.
Simply put, an entity

�

(subject)can accessan entity �

(object)if
�

appearsin � 's acl. While implementationsof
this mechanismmayincludeotherfeatureslike groupsand
priorities,they areorthogonalto thecoreaccesscontrolde-
cision.Thusourmodelfor accesscontrollistscomprisesof
thefollowing:
1. World State �

���

� : TheWorld Statecontainsaset � of
objects,a set  of rights,a set

�

of subjects�

�21

� � , and
anacl map ! ,

!4#I��%* 	$& �

�

�

mappingeachobject/rightpair (henceforthreferredto asan
�
����� � pair) uniquelyto a setof subjectswhich areallowed
thatright on thatobject.This setof subjectsthusformsthe
accesscontrollist (acl) for that �
������� pair.
2. Actions: An actionspeci�esa transitionfrom oneworld
stateto another. We assumethat theworld statebeforethe
action, 9 , hascomponents� ,  ,

�

, and ! , andthecorre-
spondingcomponentsafter theactionaregivenby �]? ,  A? ,

�

? and !6? . Thefollowing actionsarede�ned,togetherwith
theworld setcomponentsthataremodi�ed (seeTable1 in
AppendixB for asummaryof all actions):

� Create(object):Object � � createsanew object � .

Create� �[� ���
=

9 �DC ���.EGF �IH �� �

�

EGF �[��H ��!6? �

!6? � ��� ���DC
L

�[� �@C �
N

P

��Q C �ON

The new object � is addedto the setof objects � . Since
� wascreatedby � � , we assumethat �[� hasthe right �

N to
edit � 's acl; consequently� � is addedto thesetof subjects

�

. ! is updatedto includean emptyacl for eachright �

associatedwith � , exceptthe �
N right.

� Allow (access):Allow subject� right � onobject � .

Allow � � � ��� �
=

9
�^C ��� �� �

�

EYF �5H ��!

?

� � where

!

?

C !RT � ��� ���VU 	 ! � � ��� ��� � E F �0HMZ

The actionAllow adds � to the setof subjects
�

, andup-
datestheaclmap ! at �
��� ��� to include � , effectively adding



it to the �
����� � acl. The sets � and  are left unchanged.
� Revoke(access):Revokesubject� 's right � onobject � .

Revoke� � � ��� � = 9
�^C ��� �� �

���

F �0H ��!

?

� � where

���

F �0H

�����

C L

�

W

!

�	�

� F �5H �

W�


�

�

1 F �0H otherwise
!J? C !]T �
��� ���7U 	_! ���
��� ����� 1 F �0HMZ

Theacl map ! is updatedat �
����� � by removing � from that
acl. Thesetof subjects

�

is modi�ed to accuratelycapture
thecurrentsetof objectswhichcanaccessatleastone � ��� ���

pair. We use !

�	�

to denotethe naturalextensionof the
usualinverseof map ! to subsetsof range��! � .

� Delete(object):Deleteobject � from thesystem.

Delete�
� = 9
�^C��+� 1GF �IH �� �

�

1GF �IH ��!

W

�������	��

� ��� � �#�	�	

�

�

Thedeletionof � removesit from both theobjectandsub-
ject sets,while keeping unchanged.(Thesetof rights  

is assumedto containall rightsthatmayever beassociated
with objects,andthereforeit is retainedevenwhenno ob-
jects remainfor a given right.) Clearly, everything in the
systemis unchanged,except that � disappears.Thus, the
map ! is updatedby restrictingits domainandco-domain
to �+�.1 F �IH � %B and

�

1 F �IH respectively. ! ���
����� ��� is no
longerde�ned for any �Y-  , and � doesn't appearin any
acl.
3. AccessJudgment: Since ! � � ��� ��� � is theaccesscontrol
list associatedwith theobject/rightpair �
����� � , � canaccess
thatright iff it belongsto the �
����� � -acl. Formally,

�����

� 	�� ��� ���

�����

C ��-�! � �
������� ���

As anexampleapplication,we modelUNIX �le access
controlin ExampleC.1(AppendixC).

4.1. A noteon subjects

In the model above, we have maintaineda distinction
betweenthesetsof objectsand(active) subjects.Formally,
we considera subjectto beanobjectwhich holdsa certain
right. In thecaseof accesscontrol lists, a subjectis anob-
ject which appearson the acl of at leastoneobject. The
effect of theactionson thesetof subjectsshouldtherefore
becheckedwith respectto this de�nition of a subject.For
example,theAllow actiongivesa right to anobject,which
is thenaddedto the list of subjectsasit now hasanaccess
right. For thesamereason,whena Revoke actionremoves
a subjectfrom the accesscontrol list of an �
������� pair, the
setof subjectsmustbeupdatedto possiblyremovethatob-
ject if it doesn't appearon any otheracl. This is formally
capturedby the

�

operator. Theactionsfor themodelsfor

capabilitiesarealsospeci�ed to meetthe above de�nition
of subject.

Note that this de�nition of objectsand subjectsis in
no way coupledwith the modelingof otheraspectsof the
accesscontrol mechanism—whatis considereda subject
canbede�ned independentlyby a system.Anotherchoice
couldhave beento stipulatethata subjectis a subjectirre-
spectiveof whetheror not it currentlyhasaccessto an �
��� ���

pair. In this case,we would identify theset
�

with theset
of activesubjects.

Thedistinctionbetweenthesetof objectsandthesetof
active subjectsservesa technicalpurpose.Speci�cally, it
providesuswith a way to quantify theeffectsof actionsin
the models,especiallyrevocation,by meansof a counting
argumentbasedonthecardinalityof thesetof subjects.We
usethisto demonstratetheinfeasibilityof simulationin cer-
taincases.While thesameargumentcouldbecarriedout if
a differentde�nition of the setof subjectswereused,the
de�nition weadoptsimpli�es theargument.

5. Modeling Capabilities

Capabilitybasedsystems[18] provide a form of access
controlwheretheability to accessaresourceis synonymous
with thepossessionof anunforgeableticket (or capability)
to it. This ideacanbe realizedin variousways. An oper-
ating systemcouldmanageall capabilitiesassociatedwith
a process,maintainingthemin a separatestoreto preventa
userfrom forging them. Alternatively, systemssuchasthe
Communities.comE project[3] have proposedidentifying
capabilitieswith Java languagepointers,relyingontheJava
typesystemto preventusersfrom forgingcapabilities.

Anotherview of capabilitiesis oftenusedto describea
purportedequivalencewith accesscontrol lists. This view
is basedon the accessmatrix proposedby Lampson[17]
andstudiedfurtherby Harrisonet al. [14]. Theaccessma-
trix ! is a two-dimensionalmatrixwith object/rightpairsas
columns,subjectsasrows,andtheentryin the ��� ��� � th cell

!��

� determiningwhetherthesubjectin row � hasaccessto
the �
������� pair in column � .

� ��� ���

�

� � !��

�

...

Thelist of subjectsin thecolumncorrespondingto �
��� ��� is
called its accesscontrol list, and the list of �
��� ��� pairs in
a row correspondingto a subjectis its capability list. Al-
thoughthe capability as rows view integratesnicely with
ACLs,theticketmodelmoreaccuratelyre�ects thespirit of
mostcapability-basedproposals.



We will distinguish capabilities as tickets from the
Lampson-matrixcapabilities,giving a modelof theformer
in Section5.1 andthe latter in Section5.2. While differ-
entimplementationsof capabilitysystemsallow varyingde-
greesof controlovercapabilitypassing,weconsideroneex-
tremein onemodelandtheoppositein theother. It is also
possibleto de�ne othercapabilitymodelsin ourframework,
althoughfor simplicity we donotdosoin this paper.

5.1. Capabilities asunforgeablebit strings ���������	���

Our modelfor this view of capabilitiescomprisesof the
following:
1. World State �

���

� : Theworld statecomprisesof a set
� of objects,aset  of rights,aset

�

of subjects�

�&1

� � ,
aset % of capabilities,andtheticketandwalletmaps
 and

�

:

 #$��%� 	$& � % �

�

#

�

	$& � % � �


 �
����� � is the setof capabilities(or tickets)which canbe
usedto accessright � on object � . For a subject � ,

�

� � �

denotesits capability-list [9]; � canaccessthe � ��� ��� pairs
for which it hasa capabilityin this list.

A capability is intendedto function as an unforgeable
ticket to accessa certainright on a certainobject, and to
thatendit mustbehardto fashiononegivenan � ��� ��� pair.
Here, we assumethe existenceof a capability-generating
function � . Sincewe may have morethanonecapability
perobject/rightpair, a goodcapabilitygeneratingfunction

� mustbecollision resistantin additionto beingone-way.
Thus, %

1

� �+� %Y � . Notethat 
 maybeidenti�ed with
� on theintersectionof their domains.
2. Actions: An actionspeci�es a transitionrule between
two world sets. � �� �

�

�	%
��
 � and
�

are the world state
9 's componentsbeforetheaction,andtheprimedversions
aretheir counterpartsafterwards.As before,we statewhat
an action is supposedto do, de�ne it in termsof a state
transformation,andprovide a justi�cation that the two are
equivalent.

� Create(object):Object �[� createsa new object � .

Create� �[� � �
=

9 �DC ��� EGF �IH �� �

�

? �	%.E$+

�

�
�

�

J?
�

�

? �

�

? C

�

EYF �[� H


J?
� ��� ���KC L

+

�

�
�

��C �
�

�

P

��Q C � �
�

�R-* 

�

? � �[� � C
L

F!+

�

�
�

H �O�@Q -

�

�

� �
�

� EGF!+

�

�
�

H �
�

-

�

Thecreatingobjectis given +

�

�
�

, the capabilityto generate
any capabilityassociatedwith thenew object � (i.e., to call

� �
��� ��� for any �*-  ), which canthenbepassedto other
subjects. This parallelsour justi�cation for giving �5� the
edit-aclright �

N in theaclmodel.Consequently, � � is added

to the setof subjects.At this point, no otherobjectshold
this capability for � , andno othercapabilitiesfor � exist,
which is re�ectedin theupdatedwalletandticketmaps

�

?

and 
J? respectively.
� Generate(capability): Theobject � � generatesa new ca-
pability + for theobject/rightpair � ��� ��� .

Gen�
� � �	+ ������� = 9 �DC ��� �� �

�

��% EGF +[H ��
J? �

�

? �


J? C 
]T �
����� �^U 	�
 � � ��� ��� � E F +[HMZ

�

? C

�

T � � U	

�

� � � � E F +[HMZ

where + C�� ���
����� ��� . Since �[� was able to generatea
capabilityfor � ��� ��� , it musthave alreadyhadthe +

�

� �

capa-
bility, and is thereforealreadya subject. We assumethat
the ability to call � to generatea new ticket comeswith
theability to cachetheresult,andhence+ is addedto � � 's
wallet. Hereonwards,this new capabilitymaybepassedto
otherobjects.

� Pass(capability): Subject � passesthe capability +.-

�

� � � for theobject/rightpair �
����� � to receiving subject�

 .

Pass� � �
+ ���O

=

9 �DC ��� �� �

�

E F �O
 H �	%
�

 �

�

? �

�

?

�
�



�^C
L

F!+[H �[
�Q -

�

�

� �[
 � EGF!+[H �[
J-

�

This actionaffectsonly thecapabilitylist (themap
�

) of
thesubjectreceiving thecapability, �


 , whichnow contains
thepassedcapability + .

� Remove (capability): The capability + correspondingto
theobject/rightpair �
������� is removedfrom thesystem.

Remove� +������ �
=

9 �KC ��� �� �

�

? �	%\1 F!+[H �

J?
�

�

? �


J?SC 
]T �
����� �^U 	�
 � � ��� ��� � 1 F +[HMZ

�

?SC

�

T �6U 	

�

� � � 1 F +[HMZ

��

���

�

?
C

�

1 F �

W

�

� � � C F!+ H0H

The capability + is �ushed out of the system,removing it
from eachof: thesetof capabilities% , theticketssetasso-
ciatedwith the �
����� � pair, andeachsubject'scapabilitylist.
This operationmayreducesomesubjects'capabilitylist to
null, at which point they no longer shouldbe considered
subjects. (SeeSection4.1.)

� Delete(object):Theobject � is deletedfrom thesystem.

Delete�
�
=

9 �KC ��� 1 F �IH �� �

�

1 F �IH �	%
?

�


?

�

�

?
�

%A?SC % 1�
 ���
����� ���


J? C 


W

� � ���	�	

�

�

�

�

�

?SC

�

W

� � ���	��

�

�

� �

Thedeletedobject � is �ushed from theworld state,effec-
tively resultingin retainingsubsetsof the componentsets

��� �

�

�	% � andmaps��
 �

�

� whichmakenoreferenceto it.
Notethatwedon't allow aRevokeactionfor capabilities.

Thenatureof capabilitybasedsystemsmakesit infeasible



in generalto implementrevocationunlessthePassactionis
somehow monitored;this is formalizedin Lemma6.5.
3. AccessJudgment: A subject� canaccessright � on � iff
it possessesat leastoneof thetickets(capabilities)for that
object/rightpair. Formally,

��� �

� 	 �
��� ���

�����

C_T

�

� � ��� 
 � ��� ��� QC

P

Z �

As an example application, we model capabilitiesin
Amoeba[20] in ExampleC.2(AppendixC).

5.2. Lampson matrix capabilities � � �

����� �

For purposesof comparison,we de�ne a modelfor ca-
pabilitiesbasedon therows of theLampsonaccessmatrix.
Ouranalysiswill show thatthis view is not thesameasca-
pabilitiesasunforgeablebit strings.We modelthis view of
capabilitiesasfollows:
1. World State �

���

� : Theworld statecomprisesof a set
� of objects,aset  of rights,aset

�

of subjects�

�&1

� � ,
anda map %

%)#

�

	$& ����%* ���

The map % associatesa subject � with its capability list.
However, in contrastwith capabilitiesviewed asunforge-
able bit strings, an elementoccurring in a capability list
hereis nota�rst classcapability. Moreprecisely, if �
�������>-

% � � � , then � � � ��� ��� is thecapability, andnot � ��� ��� .
2. Actions: As usual,anactionis a transitionrule between
two world states;the following actionsarede�ned (seeta-
ble 2, Appendix B for a summary). � �� �

�

� and % are
the world state 9 's componentsbeforethe action,andthe
primedversionsaretheir counterpartsafterwards.

� Create(object):Object �[� createsa new object � .

Create� �[� ���
=

9
�DC �+�.E F �IH �� �

�

EGF �O� H ��%

?

�

%A? � �[� � C
L

F � ��� �[N ��H � �
Q-

�

% � �
�

� E F � ��� �[N ��H �
�

-

�

Here �
N is the right to changecapabilitiesfor the entire

object,which is givento thecreatingobject �5� , effectively
makingit asubject.In otherwords, �5� cancauseaGrantor
Revoke of any capabilityof the form � � ������� � for arbitrary

�@-

�

and �R-* .
� Delete(object):Object � is deletedfrom thesystem.

Delete�
�
=

9
�VC �+� 1 F �IH �� �

�

1 F �IH �	%

W

� � �#�	�	

� ���#�	�	

�

�

Flushing � from the systemeffectively resultsin retaining
subsetsof theworld statecomponentsets� �

�

andmap %

whichmakeno referenceto it. Restrictingthedomainof %

to
�

1 F �IH correspondsto removal of the � -row from the
Lampsonmatrix, whereasrestrictionof the co-domainto

���*1(F �IH � %  correspondsto removalof all �
��� ��� -columns.

� Grant (capability): Subject � is granteda capability to
accessright � onobject � .

Grant� � ����� � = 9 �^C ��� �� �

�

E>F �0H ��%(T � U	 % � � ��E F��
��� ����HMZ �

The additionof �
��� ��� to thecapabilitylist associatedwith
� , correspondsto settingthebit in the � ��� ��� -columnof the
� -row of theLampsonmatrix to 1.

� Revoke (capability): The capability to accessthe right �

onobject � is revokedfrom subject� .

Revoke� � ������� = 9 �KC ��� �� �

�

?
��%A? �

�

? C L

�

1 F �0H % � � �VC�� ��� ���

�

% � � � QC�� ��� ���

%A? C %(T �6U 	 % � � � 1 F �
��������HMZ 
��

���

The removal of �
������� from � 's capability list corresponds
to settingthe bit in the � ��� ��� -column of the � -row in the
Lampsonmatrix to 0.

�

is modi�ed to capture� 's new sta-
tus, dependingon whetherthe action leaves it with a null
capabilitylist.
3. AccessJudgment: A subject� is allowedaccessto the

�
����� � pair iff �
������� belongsin thecapabilitylist of � . For-
mally,

�����

� 	�� ��� ���

�����

C � � ��� ���>- % � � ���

Note that theabove accessis allowedexactly whenthebit
in the �
����� � -columnof the � -row of theequivalentLampson
protectionmatrix is setto 1.

6.Comparing Modelsvia Simulation Relations

Eachof the accesscontrol modelshasbeenpresented
asa labeledtransitionsystem.For thosenot familiar with
theconcept,AppendixA explainsthegeneralconceptof a
labeledtransitionsystemwith states� , setAct of actions,
andtransitionrelation � . In eachof our models, � is the
setof possibleworld states,thesetAct is thesetof actions
de�ned for thatmodel,and � is the transitionrelationim-
plied by theactionde�nitions. This providesuswith a nat-
uralway to comparethesemechanisms,namely, simulation
andbisimulationrelations(AppendixA) betweenthevari-
oussemantics.

In order to compareany pair of accesscontrol mecha-
nisms,wewill try to simulateeachactionin onemechanism
by eitherasingleactionor asequenceof actionsin another.
More precisely, given accesscontrol models

�	�

�

�

� � and
��


, we presentmodel functors, which are mapsbetween
theworld setsof

�
�

�

�

�
� and

��


, denotedby
���

�

�

���

�

and
����


respectively. If 


�

;

� is onesuchfunctor, then
our intentionis that 


�

;

�
�

���
�

� be ableto simulatethe
changesto

���
�

, within theothermodel. This potentially
yields two model functorsfor every pair of mechanisms,
onein eachdirection.



The simulation theorems, and theoremsstating the
nonexistenceof simulations,not only allow us to compare
theexpressivepowersof thesesystems,but pinpointimple-
mentationrequirementsthatmustbemetif securitypolicies
expressedin oneaccesscontrol vernacularareto be accu-
rately met within a systemwhich usesa different access
controlmechanism.The existenceof only a weaksimula-
tion betweentwo modelsimposesatomicityconstraintson
the implementation,ensuringthat the visible statesof the
implementationarethecorrespondingweaklysimilarstates
in the model. The infeasibility of simulatingspeci�c ac-
tions relieson countingarguments;we show that for these
actions,any simulatingsequenceof actionsmustdependon
thesizeof theworld state,thusviolating the requirements
for weaksimulation(seeAppendixA.)

DEFI NI TI ON 6.1(The Access-Containmentrelation)
Given two modelsfor accesscontrol �

� and ��� , and
world states

�������

and
�������

, we say that
�����	�

is access-containedin
�����
�

if for any � -

���

��


� ,
the accessdecisions

������� ���	�

� 	 �
������� and
������� �����

� 	 �
������� yield the sameresult. We denote
this by

���
�

� 1������ ���
�

�

. (Note that this implies that
�

�

�




�

1 �
�

�




� .)

DEFI NI TI ON 6.2(Accessequivalence) We saythat world
states

���
�

�

and
���

�
�

in models�

� and �
� for access

control areaccess-equivalentif
���

�
�

is access-contained
in

���
�

�

andviceversa. Accessequivalenceimpliesthat
both world stateshavethe samesubjectsets,and exactly
thesameaccessesareallowedin eithermodel.

DEFI NI TI ON 6.3(Strongand Weakmodel containment)
Given models �

� and �
� , if the accesscontainmentre-

lation between their models is a strong simulation
(AppendixA), i.e.,

�����	��1
�����

�������

and
�����	���
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���

?

�
�

and
���

?

�
�

1������ ���

?

�
�

�

then we say that model �

� is strongly containedin or
stronglysimulatedbymodel �

� . We denotethis by �

�

1




�
� . If theaccesscontainmentrelationis a many-stepsim-

ulation (AppendixA), i.e.,
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�

��1������ ���
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and
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�
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���

?

�
�

and
���

?

�
�

1
�����

���

?

�
�

�

thenwesaythatmodel�

� isweaklycontainedin or weakly
simulatedbymodel ��� . We denotethisby �

�

1� 

��� .

DEFI NI TI ON 6.4(Model Equivalence) Two accesscon-
trol models�

� and �
� arede�nedto beequivalent� �

��!

C

�
�

� , when
���

�
� �

�
�

� 	�� ��� ���#"%$

���
�

� �
�

�

� 	�� ��� ���

for all pair of states
��� � �

and
��� � �

in the two mod-
els,which correspondto thesamerealworld state. In other
words, �

� and ��� are equivalentwhensubject � can ac-
cessthe �
����� � pair in a stateof model �

� iff it canaccess
it in thecorrespondingstateof model �&� .

6.1. Comparing accesscontrol lists and Lampson
matrix capabilities

Considera realworld systemobjective
�

which is mod-
eledas

���

usingaccesscontrol lists ( �

����'

), andas
�

� us-
ing the capabilitiesas rows view ( � � � �	� ). For any given
realworld stateof

�

, therewill beworld sets
��� �

in the
�rst model, and

���

�

��� � in the secondmodel, capturing
the informationof interestabout

�

. In both cases,certain
actionsmodify the world set,andhencethe currentworld
setcanbe consideredto be theeffect of a sequenceof ac-
tions,startingfrom aninitial worldstate.In otherwords,the
real world system

�

startedwith an initial state
�

�

, which
wasmodeledas

���

�

�

and
���

�

�
�����

(say) in the two sys-
tems.We assumethatfrom anaccesscontrolpointof view,

���

�

�

!

C

���

�

�
� ���

. A sequenceof real world actionstook
thesystemto state

�

, andtherepresentationof theseactions
in the two systemstook

���

�

�

and
���

�

�

��� �

to
��� �

and
���

�
� ��� respectively. We will constructmapsfrom �

����'

to � �
����� , andfrom � �

� ��� to �

����'

, to formally capturethe
relationshipbetweenthesetwo world states.Themapswill
bede�ned by inductionon thesequenceof stepsby which
theworld statewasarrivedat.
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Proof. Wede�ne afunctor 


�

;

�
�����

#

�����

	

���

�
� ��� as

follows(weabbreviate 


�

;

�
� ��� by 
 and

��� �

by 9

�

):
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� C
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�
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��� �


 �'��(	�*),+
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�

� �
=

9

�

� � C ��(	�*),+
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 � �������-+	� �
�
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9

�

� � C �������-+	� � �
=


 � 9
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 � ��� �/.10 � � � � � �
=

9

�

� � C 2)�3+ � � � ��� �
=


 ��9
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� �


 �%4 �*56.87 ��� � ��� ���
=

9

�

���DC 4 �*56.87 � � � � ��� �
=


 ��9

�

� �

We claim that 
 is anaccesscontainmentrelationbetween
theworld statesof �

����'

and �
�

� ��� .

CL AI M 6.1.1 9 9
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� 9

�&1������


 ��9

�

�

Proof Idea.Considerthelastactionin theevolutionpathof
9

�

, andshow thattheaccess-containmentrelationbetween
the world states9

�

and 
 � 9

�

� holdsafter the actionif it
holdsprior to it. Showing this for all possibleactionsof

�

����'

provides the different casesof this inductive proof.
(SeeAppendixD for thecompleteproof.)

For eachtransition9

�

�-:

	 9J?

� in �

����'

, 
 ��9J?

�

� is de�ned
in termsof exactly oneaction ; � and 
 ��9

�

� . For exam-
ple, the �=<?>=>%@BA � caseof the de�nition has ;

�

C$!
C%C
�[9



and ; �\C ���

�

. Hence
 is a strongsimulation,andhence
�

����'�1


 �

�

� ��� . �
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Proof. Themap 
 createdabove is a bijection,andwe can
prove 9 9 � � 9 �

1 �����




�	�

��9 � � in anidenticalmanner. The
resultfollows. (SeeAppendixD for ade�nition of 


� �

.) �

THEOREM 6.1 �

�
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!

C

�
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Proof. Follows directly from thede�nition for accesscon-
tainment,andtheabovetwo lemmaswhichshow thatworld
statesof onemodelareaccesscontainedin thecorrespond-
ing world statesof theother. Thus,asmechanismsfor ac-
cesscontrol, capabilitiesviewed as rows of the Lampson
protectionmatrixandaccesscontrollistsareequivalent,i.e.,
stronglybisimilar. �

6.2. Comparing accesscontrol lists and capabilities
asreferences

ThefactthattheRemoveactionin �

����'

hasnorealcoun-
terpartin �

�����	� leadsto thefollowing results.
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Proof. We de�ne a correspondencefunctor 
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 � Delete� �
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 � Revoke� � � � � �
=
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��� C Remove� +
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where +

 is the capability that � has to the �
��� ��� pair

� +



C
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� � � ��
 � � ��� ��� ��� . We claim that 
 is an access
containmentrelationbetweentheworld statesof �

����'

and
� � � �	� .

CL AI M 6.3.1 9 9

�

� 9

� 1������


 � 9

�

�

Proof Sketch. Again, we considerthe last transitionin the
evolution path of 9

�

, and show that for all possibleac-
tions, the access-containmentrelation holds between9

�

and 
 � 9

�

� after the action if it holds before. Hence,by
induction,wearedone.

Sincethe Allow actionof �

����'

requirestwo �
�

���	� ac-
tions to simulateit, �

����'

Q

1


 �
�

� �	� . This canalsobe in-
ferredby consideringtheactionsneededin �

�
���	� to simu-

latethe�rst subjectthatis givena (nonedit-acl)right to an
objectin �

����'

.

Note that the equivalentcapabilitysystemshouldhand
out freshcapabilitiesfor eachAllow actionauthorizedby
theobjectin �

����'

, asspeci�ed in the �%< >%>=@BA � caseabove.
Failing that,it wouldbehardto modelaclswith acapability
implementationbecauseof the infeasibility of determining
whichsubjectsa revokedcapabilitycorrespondsto. �
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In otherwords,
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where 
 is thecorrespondencefunctorbetween��� � �	� and
�

����'

.
Proof. Considerthefollowing world state9 � in � � � �	� .
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�

�
�

�
+

�

�	+���H �

��

�

� ��� �
�

� �KU 	 +��

�
�

�
��� ����U 	 F!+

�

�	+��MH

...

���

�

�

��

�

�

�5
 U	 F!+

�

�
�

�
+

�

�	+
�

H

�

�

U	 F!+

�

H

�
�

U	 F!+

�

H

�
�

U	 F!+
�

H

���

�

�

�

Onemayimaginethat this statewastheresultof thesupe-
ruser �5
 generatingcapabilities+

�

and +
� to object � and

handingthemout to subjects�

� and ��� respectively. Subse-
quently, subject �

� passedticket +

�

to subject �
� . Clearly,

thestate9

�

of �

����'

whichcorrespondsto 9 � is givenby

9

�

C�� F �����



� �

�

� �
�

� ��� H � F � ���
N

H � F �



� �

�

� �
�

� ��� H �

��

�

� ��� �
N

�DU 	 �



�
����� ��U 	 F �

�

� �
�

� �
�5H

...

���

�

� �

Removing capability +

�

from 9
� (by the 4 �
� .15 � � +

�

� ��� ���

action)resultsin a state 96?

�

whosecorrespondingstatein
�

����'

, 9J?

� (say), cannotbe reachedfrom 9

�

by any sin-
gle action of �

����'

. Thus 9J?

� is reachedby the actions
4 �358.67 ��� �

�

��� ����� and 4 �358.67 ��� � � � � ����� in any order. �
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�

����'

Proof. We considerthe“cost” associatedwith carryingout
anactionin eithermodel,andshow that in orderto reacha
correspondingstatein �

����'

, afteraRemoveactionin �
�����	� ,

requiresa numberof actionsproportionalto thesizeof the
setof objects.Considerthefollowing statein �

�����	� :

9 � C

� F �����



� �

�

� �M�M� � ��� H �MF � � �
�

� H � F �



� �

�

� �M�M� � ��� H �MF!+

�

�
�

�
+[H �

��

�

�
��� � �
�

� U	 +��

�
�

�
����� �KU 	 F!+[H

...

���

�

�

��

�

�

�

�5
 U	 F +

�

�
�

�	+[H

�

�

U	 F +[H

...
�

�
U	 F +[H

���

�

�

�

�



Here the capability + to �
������� pair is held by sub-
jects �

�

� �M� � � ��� , which hold no other capabilities. A
Remove� +������ �

W

9 � � actionreduces
� �

���	� to F �5
 H , a reduc-
tion in sizeby

�

�

W

�

W

� . Sinceeachof the actionsin �

����'

changesthesetof subjectsby atmostone,theaboveaction
needs

�

�

W

�

W

� actionsin �

����'

to simulateit. Thusany simu-
lating sequencenecessarilydependson 9 � , andfails to be
awitnessfor aweaksimulation.Hence,�

�

���	� Q

1  

�

����'

� �

6.3. Accesscontrol lists and Trust Management

It is not possibleto simulatethe delegation featureof
trustmanagementin a way thatallows for controlledrevo-
cation,leadingto anasymmetricrelationshipbetween�

����'

and ����� . Thefollowing resultsexpressthis formally.

L EM M A 6.6 �

����'�1


 �����

Proof. We de�ne a correspondencefunctor 


�

;




#

��� �

	

���



asfollows (we abbreviate 


�

;




by 
 and
��� �

by 9

�

):


 �

���

�

�

� C

���

�





 �'��(	�*),+
� � �O� � �
=

9

�

� � C ��(	�*),+
� ��� �[� ���
=


 ��9

�

� �


 � �������-+	� �
�
=

9

�

� � C �������-+	� � � �
=


 ��9

�

� �


 � ��� �/.10 � � � ��� �
=

9

�

� � C ���	� � ��� � � � ���
=


 ��9

�

���


 �%4 �*56.87 ��� � � ��� �
=

9

�

��� C 4 �
� .15 � � ��� � � � ���
=


 ��9

�

���

In otherwords,by settingthedelegationdepthto � , thereby
renderingany delegationactionsineffective,we canembed

�

����'

into ����� . We claim that 
 is an accesscontainment
relationbetweentheworld statesof �

����'

and ����� .

CL AI M 6.6.1 9 9

�

� 9

�
1

�����


 � 9

�

�

Proof Idea. The proof strategy is identical to that of
Claim 6.1.1,andconsidersthe last actionin the evolution
pathof 9

�

.
For eachtransition 9

�

�3:

	 9J?

� in �

����'

, 
 � 96?

�

� is de-
�ned in termsof exactlyoneaction ;




- �
�
� and 
 ��9

�

� .
Hence
 is astrongsimulation,and �

����'
1


 �
��� . �
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�

����'

Proof. Considerthefollowing world state9




in �
��� .

9




C � F ��� �



� �

�

� �
�

H �MF �
N

���IH �

��

�

�
�����
N

� U	 �
�



� 3 �

�
��� ���DU 	 �
�



��� �

...

���

�

�

��

�

� �



� � � ���DU 	 F � �

�

�M3 ��H

� �

�

� � � ���DU 	 F � �
�

��� ��H

...

���

�

�

Onemay imaginethat this statewas the resultof a supe-
ruser�


 delegatingits right � onobject � to subject�

� , who

furtherdelegatedit to � � . Thestate9

�

in �

����'

which cor-
respondsto 9




is givenby:

9

�

C � F �����5
 � �

�

� �*�5H �MF �ON ���IH � F �5
 � �

�

� � � H �

��

�

�
��� �[N �DU 	 �5


� ��� ���KU 	 F �5
 � �

�

� � � H

...

���

�

�

TheactionRemove�
��� � � � 
 ��� = 9




� in ����� cannotbesim-
ulated by any single action of �

����'

, but requiresboth
4 �358.67 ��� �

�

� ��� ��� and 4 �*56.67 ��� � � ������� � . Intuitively, the re-
movalof anobjectfrom arootacl(or therevocationof adel-
egation)rendersseveral previously allowed accessesvoid,
andidentifying thesedeniedaccessescantake

�

�

W

� ���
��


W

�

actionsin the worst case. The next resultsstatesthis for-
mally. �

L EM M A 6.8 ����� Q
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�

����'

Proof. As we did in Lemma6.5, we considerthe costas-
sociatedwith actionsin the two models,andshow that the
Removeactionof �

��� canrequireupto
�

�

W

�����
��


W

� actions
in �

����'

to reachan accessequivalentstate. This may be
seenby generalizingthe world statein the last lemmato
containa delegationchainof depth, . As a result,any can-
didatesequenceof actionsfor simulatingtheRemoveaction
dependsonthecorrespondingstatein �

����'

, andthusweare
done. �

6.4.Comparing Trust Managementandcapabilities
asreferences

Delegation in a trust managementstyle of accesscon-
trol providesfor boundson propagationof accessrights,a
propertywhich doesn't hold true for capabilities.In addi-
tion, it is possibleto meaningfullyrevoke accessanywhere
in a delegationchain for trust management,in contrastto
its infeasibility for capabilities. Weformalizethis intuition
below.

L EM M A 6.9 �

�

���	�
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�����

Proof. We de�ne a functor 

�����	�

;




#

��� �

� �	�
	

��� 


as
follows(weabbreviate 


�
���	�

;




by 
 and
��� �

���	� by 9
� ):


 �

���

�

�

���	�

� C

���

�





 �'��(	�*)1+	� � �[� ���
=

9 � � � C ��(	�*)1+	� � �[� ���
=


 � 9 � ���


 �=2)��� �
�
�

�
+������ �
=

9 � � � C ����� �
����� ���
�

���
=


 ��9 � � �


 ����) �	� � � �
+ ���



=
9 � � � C ���������8),+
� � � ����� � ���



���

=


 ��9
�

� �


 �%4 �
� .15 � � +������ �
=

9
�

� �DC 4 �
� .15 ���
����� � �
�

���
=


 ��9
�

� �


 � �������-+
���
�
=

9
�

� � C �������-+
� �
�
=


 � 9
�

���

We claim that 
 is anaccesscontainmentrelationbetween
theworld statesof � �����	� and ����� .



CL AI M 6.9.1 9 9 �>� 9 �

1������


 � 9 � �

Proof Idea. As before,we considerthe last action in the
evolutionpathof 9 � , andshow thattheaccess-containment
relationbetweentheworld states9 � and 
 � 9 � � holdsafter
theactionif it holdsprior to it. Showing thisfor all possible
actionsof � �����	� providesthedifferentcasesof this induc-
tiveproof.

Sinceeachactionin � � � �	� is simulatedby exactly one
actionof � �
� , �

�

���	�

1


 � ��� . �
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Proof. Considerthefollowing world state9




of ����� .

9




C

� F ����� 
 � �

�

�M� �M� � �
� H � F � � � N H �

�

� ��� �ON �DU 	 F � �5
 �M3 ��H

... �

�

��

�

�

�

�
�



��� �����DU 	 � �

�

��,�1 3 �

� �

�

��� �����DU 	 � �
�

��,�1 � �

...
� �
�

�	�

��� �����DU 	 � ��� ��� �

���

�

�

�

�

Thefollowing world state9 � of � � � �	� is accessequivalent
to theabove.

9 � C

� F �����



� �

�

� �M�M� � ��� H �MF � � �
N

H �MF �



� �

�

�M�M� � � �
� H � F +

�

�
�

�	+[H �

�

� ��� �M�
�

�DU 	 +

�

�
�

� ��� ���KU 	 + �

�

�

�

�

�

�

�



U	 F!+

�

�
�

�
+[H

�

�

U	 F!+[H

...
�

�
U	 F!+[H

�

�

�

�

�

�

In orderto simulatetheaction 4 �*56.87 � � �0
 � ��� � � �
�

� �

� 3

W

9




�

within �
�����	� , the capability + mustbe removed from �

� ,
and �

� only. This requires
�

�

W

�����	�

W

� Passactionsto prop-
agatethenew capabilityto thesubjects�

�

�M� �M� � �
�

�	� , mak-
ing any candidatesimulatingsequencedependenton 9

� .
Hence,���
� Q

1
 

�

�

� �	� . �

6.5. Inter pretation of results

Theresultsof Sections6.1–6.4placeonaformal footing
our expectationsabout theseaccesscontrol mechanisms.
Themodelswe considerhave actionsfor creatingnew ob-
jects,grantingaccessto anobject,delegatingor transferring
access,andrevokingaccessto anobject.Consideringall of
theseactions,accesscontrol lists areequivalentto capabil-
ities, whencapabilitiesare regardedas rows of an access
control matrix. This is intuitively reasonable,as acls are
justthecolumnsof thematrix. However, whenpropertiesof
the“unforgeableticket” implementationof capabilitiesare
taken into account,capabilitiescanweakly (one-to-many)

simulateaccesscontrollists,but notconversely. Trustman-
agement,modeledherewithout keys or namespaces,can
strongly(one-to-one)simulatethe othermechanisms,pro-
viding a tractablecompromisebetweenunrestrictedcapa-
bility passingfrom the capabilitymodelandeasyrevoca-
tion provided by accesscontrol lists. This comparisonis
summarizedin Figure1.

The differencebetweenstrong (one-to-one)and weak
(one-to-many) simulationsis essentiallyatomicityof trans-
actions. In a strongsimulation,oneactionis simulatedby
one visible action whereasin a weak simulation,one ac-
tion may be simulatedby morethanonevisible action. If
multiplevisibleactionsareusedto achievethesameendas
achieved by a singlevisible actionin anothermodel, then
anadversaryinteractingwith thesystemmaybeableto in-
terleavesomeof its own actions.While wehavenot investi-
gatedany potentialattacks,webelievethatwhenonly weak
simulation is possible(as proved in several cases),some
form of forcedatomicityis requiredto achieveequivalence.
In commonterms,if thefunctionalityof accesscontrollists
is desiredwithin a capability-basedsystem,for example,
thensomelocking mechanismmustbe addedto the capa-
bility systemin orderto accomplishsomeactions.Thismay
befeasibleif thesystemis centralizedor implementedona
sequentialprocessor, or infeasiblein a distributedsetting.

Thekey actionsthatdistinguishthesethreemechanisms
are revocationand delegation. Eachmechanismoperates
in the context of a systemcon�guration which determines
the feasibility of theseactions.Themodelfor accesscon-
trol lists provides centralizedcontrol, therebymaking re-
vocationtrivial, anddelegationillegal. Capabilitysystems
modeledas unforgeablereferencespresentthe other ex-
treme,wheredelegationis trivial, andrevocationis infea-
sible.Thetrustmanagementmodelis ableto simulateboth
thesesystemsby settingthedelegationdepthto oneof two
extremes: � or � . In the generalcase,trust management
systemsprovide a feasiblerevocationmechanism,sincean
accessrequestis taggedwith all thenodesalongthe dele-
gationchain. Our speci�cation of the accessjudgmentin
this model(Section3) assumesthat thedelegationmap "

is availableglobally, so that the effect of local revocations
arere�ected in this global datastructure. In practice,this
points towardsthe needto ensure“freshness”of creden-
tials,by meanssuchasleasesfor example.A resourcemay
alsocheckfor recentrevocations,with all thenodesalong
a delegationchainspeci�ed in an accessrequest.To sim-
ulatethis behavior in a capabilitysystem,onewould have
to tag eachPassactionwith the identity of the sender, or
otherwiseenforcethatanaccessrequestto a resourcecame
backto it throughthesamePasschainthatgavethesubject
the capability. We may thus view a delegationcredential
in a trust managementsystemto be the creationof a new
history-dependentcapability, createdby thedelegator, and
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Comparingaccesscontrolmechanisms
Figure � 3 � : All actions
Figure �+� � : Without capabilitypassing/revocation
Figure ��# � : Without delegation
Figure �!$ � : Without revocationor delegation

usableonlyby thedelegatee.Theaccessjudgmentfor trust
managementmaynow beviewedasthe judgmentfor sim-
plecapabilitysystems,with anadditionalforwardtemporal
consistency checkto seeif currentbeliefsof nodesin the
chainmatchtheonesexistingat thetime thecapabilitywas
issued.

Three additional �gures show how the relationships
changeif we focuson speci�c subsetsof actions. Ignor-
ing revocation,the accesscontrol list and capabilities-as-
rows modelscan strongly simulatecapabilities-as-tickets,
with other relationshipsunchanged. Without delegation,
trustmanagementbecomesequivalentto accesscontrollists
andcapabilities-as-rows, andweaklysimulableby, but not
equivalent to, capabilities-as-tickets, with other relation-
shipsunchanged.Finally, if revocationanddelegationare
ignored,thenall modelsbecomeequivalentassimplemech-
anismsfor grantingandcheckingaccessto objects.

7. Conclusionsand Further Work

Usingaframework basedonabstractsystemstates,state
transitions,and logical deductionof accesscontrol judg-
ments,we comparefour approachesto accesscontrol: ac-
cesscontrol lists, two formsof capabilitymechanisms,and
trustmanagement.A generalconclusionis that,in a formal
sense,trustmanagementcombinesthestrongpointsof ac-

cesscontrol lists andcapabilitysystems.Intuitively, this is
becausetrustmanagementallowssubjectsto delegaterights
to objectsin a revocablemanner.

Theframeworkandcomparisontechniquesusedaregen-
eral enoughto analyzea variety of other accesscontrol
mechanisms;we hope that they will be useful in evalu-
ating new mechanisms,especiallyhybridsdrawing on the
strengthsof pre-existing schemes.The analysisof these
mechanismswith only someactiveactionsallowsusto iso-
lateandbetterunderstandthecontribution of a certainfea-
ture to the overall strengthsandweaknessesof a scheme.
A distinction betweenone-to-oneand one-to-many sim-
ulations betweenthesemechanismspoint to (and, hope-
fully, helpavoid) possiblepitfalls andsecurityloopholesin
retro�tting a particularsecuritypolicy not originally meant
for a particularsecuritymechanism.

In particular, we haveusedourmodelto de�ne andclar-
ify the equivalencebetweenaccesscontrol lists andcapa-
bilities, showing how capabilitiesviewed as rows of the
Lampsonaccessmatrix, andthe morehonestcapabilities-
as-ticketsview, differ in their relationto eachotherandto
accesscontrol lists. Our speci�cationof trustmanagement
systemsshows, in a formal manner, how thedepthof dele-
gationcanbevariedto captureboththebehavior of access
controllistsandcapabilities.In thegeneralcase,trustman-
agementsystemscanprovide feasiblerevocation,andwe



mayidentify trustcredentialswith history-dependentcapa-
bilities.

Therearea numberof promisingdirectionsfor further
investigation.Oneparticularareaof interestis to incorpo-
ratenaminginto the comparison.Proposedtrust manage-
ment systemsinclude hierarchicaland local namespaces.
The functional behavior of thesefeaturescould be evalu-
ated,in comparisonwith othermechanisms,usingthegen-
eralapproachsuggestedin this paper. In a forthcomingpa-
per, we modelthenamingaspectsof distributedtrustman-
agementsystemsin a mannerthatcomposeswell with our
analysisof the coreaccesscontrol mechanismhere. An-
other issue is the relianceon an external authentication
mechanism.Accesscontrol lists, for example,list subjects
thatareallowedaccessandthereforerely onsomeauthenti-
cationmechanismto determinetheidentity of a subjectre-
questingaccess.Trustmanagementandcapability-as-ticket
systemsusealternatemechanismswhich donot rely on the
sameform of externalauthenticationmechanism.Perhaps
incorporatingtheseissueswill provide further insight into
the relative strengthsandpossibleshortcomingsof emerg-
ing trustmanagementsystems.
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A. Simulation and Bisimulation relations

A LabeledTransitionSystem(LTS)overa setof actions
Act is apair � � � � � consistingof

1. A setof states� , and

2. A ternaryrelation �

1

� �\% Act % �
� calledthetran-
sition relation.

Elements ��� ��: ��� ? � of the transition relation are also de-
notedby �

�

	�� ? .

DEFI NI TI ON A.1 Strong(one-step)simulationandbisim-
ulation

Let � � � � � beanLTS over a setof actionsAct ��: - Act� ,
andlet

�

be a binary relationover � . Then
�

is calleda
strongsimulationover � � � � � if, whenever �

���

,

if �

�

	�� ? � thenthereexists
�

? - � suchthat
�

�

	

�

? and� ?

���

?��

We saythat
�

stronglysimulates� if thereexists a strong
simulation

�

suchthat �

���

.
A binaryrelation

�

over � is saidto bea strongbisim-
ulationover theLTS � � � � � if both

�

andits converseare
strongsimulations.We saythat � and

�

arestronglybisim-
ilar or stronglyequivalent, �

!

�

, if thereexists a strong
bisimulation

�

suchthat �

���

.

DEFI NI TI ON A.2 Weak(many-step)simulationandbisim-
ulation

Let � � � � � beanLTSoverasetof actionsAct ��: - Act��;

:

-

Act� � , and let
�

be a binary relation over � . Then
�

is
called a many-step simulation over � � � � � if, whenever

�

���

,

if �

�

	�� ? � thenthereexists
�

? - � suchthat
�

�

�

	

�

? and� ?

���

?��

We say that
�

simulates� in many stepsif thereexists a
many-stepsimulation

�

suchthat �

���

. It is assumedthat
;

: only dependson : andis independentof � and
�

. In other
words,theaction : in the �rst LTS is alwayssimulatedby
thesequenceof actions;

: in thesecondLTS.

B. Models for accesscontrol mechanisms

Tables1 to 4 summarizethemodelsfor ACLs, two ver-
sionsof capabilities,andtrustmanagement.Notethatonly
changesto theworld statecomponentsarespeci�ed; a

W

in
a tableentrydenotesrestrictionof thecorrespondingcom-
ponentin theobviousway.

C. Examples

EXAM PL E C.1 (AccessControl Lists) Unix File Access

ClassicalUnix operatingsystemsusea restricted,coarse
grainedform of accesscontrol lists to regulateaccessto
varioussystemresources.For example,eachUnix �le is
associatedwith anowneranda group. (Thegroupassoci-
atedwith the�le maybedifferentfrom thegrouptheowner
of the�le belongsto.) Everyoneelsebelongsin a category
calledother. Accessto a certainright associatedwith the
�le (read(r), write (w), or execute(x))is moderatedvia an
accesscontrollist expressedasavector. A “-” in thevector
indicatesnoaccess,whereas“r”, “w”, or “x” impliesaccess
to thecorrespondingright. For example,userjoe canread
andwrite the�le foo below, but notexecuteit.

- rw-
	�

���

joe 's

rights

rw-
	�

���

mail

group's

rights

---
	�

���

for

everyone

else

joe mail foo

Thus,a Unix �le is associatedwith a vectorof nine bits
(for read,write,andexecuterights)for its owner, group,and
for everyoneelse.


Y#��

�

�

�

�

 

�

�

�

	 

� �

owner

�

�

�

�

�

 

�

�

�

	 

� �

group

�

N

�

�

N

 

�

N

�

	 

� �

everyone

else

Here � denotestheownerof the �le 
 , � is thegroupasso-
ciatedwith the�le, and � standsfor everyoneelse.Without
lossof generalityfrom thepoint of view of this modeling,
weconsiderthereadright onUnix �les.

Unix speci�es thata user � canread�le 
 if it is either
theownerandtheownerhasreadpermission,or it belongs
to thegroup � , andthegrouphasreadpermission,or if ev-
eryonehasreadpermissionon the �le, in that order. For-
mally, readaccessis thevalueof theexpression:

if �6C � then �

�

�

else
if ��-�� then �

�

�

else �

N

�

which is equivalent to � � C � "��

�

�

��� � ��Q C � " � � � -

�)"��

�

�

��� � �
Q -��)"��

N

�

��� � .
Any completemodel of Unix will include constructs

(users,groups,locks,systembits) over andabove thosein



�  

�

!

Create� �[� ����� E^F �IH E^F �[�MH

� ��� � N � U	 �[�

� ��� ���DU 	

P

Allow � � ������� � E^F �5H �
��� ���7U 	_! ���
��� ����� EGF �0H

Revoke� � � ��� ���

�

F �5H � ��� ���^U 	 ! � � ��� ��� �V1 F �0H

Delete�
��� 1AF �IH 1AF �IH

W

Table 1. Access Contr ol Lists

�  

�

%

Create� �[� ����� E^F �IH E^F �[�MH �[�^U 	 L

F � ��� � N ��H �[� Q-

�

% � �[� � EGF � ��� � N ��H �[� -

�

Grant� � � ��� ��� E^F �5H �6U 	 % � � � E F��
����� ��H

Revoke� � � ��� ���

�

F �0H � U	 % � � � 1 F��
��� ����H

Delete�
��� 1AF �IH 1AF �IH

W

Table 2. Lampson matrix capabilities
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�
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�

Create� �
�

����� E^F �IH E^F �
�

H E^F +

�

�
�

H

�
��� � �
�

� U	 +

�

�
�

�
��� ���VU 	

P

�
�

U	 L

F +

�

�
�

H �[�AQ -

�

�

� �
�

� EGF +

�

�
�

H �
�

-

�

Gen�
� � �
+ � ��� ��� E^F!+ H �
�������VU 	�
 ���
��� ����� EGF!+[H �[�@U 	

�

�
�[� � EGF +[H

Pass� � �
+ ���



� E^F �



H �



U	 L

F!+ H �



Q-

�

�

� �



� EGF!+ H �



-

�

Remove� +������ ���

�

F �0H �
��� ���7U 	�
 � � ��� ��� � 1 F +[H 1AF!+ H

Delete�
��� 1AF �IH 1AF �IH 1 
 ���
��� �����

W W

Table 3. Capabilities as unf orgeable bit strings

�  ! "

Create� �
�

����� E^F �IH

�
�����
N

� U	 �
�5� �M3 �

�
��� ���DU 	

P

� � � � � ���VU 	

P

Add �
��� � � �



��8 � �
�������VU 	_! ���
����� ��� EGF �



��8XH

Remove�
��� � � �5
 ��8 � �
�������^U 	_! � �
������� � 1 F �5
 ��8XH

Delegate� �



� ��� � � �5/ ��8 � � �



� � � ��� U	 " ���
�



��� ������� EGF �5/ ��8XH

Revoke�
�5
 ����� � � �
/

��8�� � �5
 � � � ���VU 	_" ���
�5
 ��� ������� 1 F �
/

��8XH

Delete� ��� 1AF �IH

W W

Table 4. Trust Management



our modelfor accesscontrol. We assumethe existenceof
thepartialmaps

Owner # � 	 � � and

� � Group�7#a��	$& ��� � �

andtheset � �

1

� � (for “everyoneelse”). Theintentionis
thatOwner� 
 � betheobjectcorrespondingto theownerof
�le 
 , and � � 
 � bethesetof objectsin thegroupassociated
with the�le 
 . The�le 
 belongsin thesetof objects,and
theabovemapsarepartialbecausethey makesenseonly for
�les (actuallyotherUnix entitiesaswell, but certainlynot
all of them).

Notethatthemechanismfor Unix �le access,likeall ac-
cesscontrol list implementations,separatestheaccesscon-
trol questioninto

� mapping the subject � to the subjectsof ACL en-
tries (in the caseof Unix, determiningwhether � C

�

0 � �3( � 
 � , or �@- � � 
 � ), and

� determiningthe precedenceof the ACL entries. In
Unix, thereis an if-then-elseorderingof testson the
accessbits. Thus, if � C � and �

�

�

C � , thenaccess
shouldbedeniedevenif ��-�� and �

�

�

C 3 .

The �rst of thesetwo is modeledwith accesscontrol list
mapsfor eachof thethreebits, !

�

��!

� and !

N . Clearly,

!

�

� 
 ��� ��C F Owner� 
 ��H " �

�

�

!

�

� 
 �����DC � � 
 � " �

�

�

!

N

� 
 � ��� C � " �

N

�

whereconjunctionis interpretedastheentiresetor nothing
dependingon the accesscontrol bit. Combiningthis with
the if-then-elseconstruct,we get theformal expressionfor
whena Unix subject� canreada �le 
 :

� �6C ��" ��-�!

�

� 
 � ��� � �

� �
Q C � " � � ��-��)" �@-*!

�

� 
 ����� � �

� �
Q -�� " ��-Y!

N

� 
 � ��� � � � �

While our model for acls is powerful enoughto formally
model the accesscontrol mechanism,as demonstrated
above, any real systemwill needto be compiledinto this
description. For an exampleof a �le systemwhich uses
�ne grainedaccesscontrollists,seeAFS [15]. �

EXAM PL E C.2 (Capabilities asunforgeablebit strings)
Sparsecapabilitiesin Amoeba

The distributed operatingsystemAmoeba[20] usesone-
way functions to computecapabilitiesfor objects. Each
objectcan be assumedto be managedby a server, which
makes the port for accessingthat object public. Clients

(subjects)communicatewith theobjectby sendingit mes-
sagescontaining the necessarycapability, i.e., a bit se-
quencecontainingtheport number��� , theobjectname�

� ,
the setof rights �

� that the capabilitycorrespondsto, and
a randomnumber� � generatedby theserver managingthe
object.For example,to createa �le foo , userjoe useshis
account-logincapabilityto login, directory-writecapability
to createa �le, andpossessesthecapabilitiesto modify this
�le at theendof this sequenceof operations.

This situationcanbemodeledin a straightforwardman-
ner by using � as the server's one-way function and + C

� � �

�

�

�

� � asthecapability. Theticket map 
 andsetof ca-
pabilities % is storeddisjointly at eachof the servers,and
thewallet

�

residesin eachclient'sown space. �

D. SampleProofs

Proof. (Lemma6.1.1) We prove this by induction on the
evolutionpathof 9

�

. If

��C.9

�

�

��;

�

��9

�

�

��;

�

� 9

�

�

� �M�M� � 9

�

� �

�

��; � 9

�

is a path, and 9

�

� �

�

1������


 � 9

�

� �

�

� , then we show that
9

� 1������


 � 9

�

� for all possibleactions ; . The different
casesto consider(basedon thelastaction ; ) are:

1. (Base)Thecongruenceassumption
���

�

�

!

C

���

�

�

��� �

impliesthelemmafor thiscase.

2. (Create)Theonly new accessthat is valid in 9

�

over
9

�

� �

� is �[� 	 �
�����

�

��� � . Hencewe only needto check
if


 � 9

�

� C ��(	�*),+
� � �
�

� �
=


 ��9

�

�	�

�

� �

�

�

� ���
�

�
	��
�����ON �

or, equivalently, if

��(	�*)1+	� � �
�

���
=


 � 9

�

�	�

�

� �

�

�

��� �
�
�����ON �7- % � �

�
� �

But this is true by the de�nition of Create(Table 2).
Also, sincethis action doesnot revoke any previous
allowedaccessesin the %��	��
 model,wearedone.

3. (Delete)Theaccessesallowed in 9

�

aretheaccesses
allowed in 9

�

�	�

� which do not refer to � . Hencewe
needto checkthatexactlythesameaccessesaredenied
in 
 ��9

�

� . This follows directly from thede�nition of
Deletein Table2, asall capabilitiesto � areremoved
from thesystem,andeverythingelseis untouched.

4. (Allow) Again, theonly new accessvalid in 9

�

over
9

�

� �

� is � 	 � ��� ��� . Correspondingly, in the %
�	��


model,


 � 9

�

� C 2)�3+ � � � ��� �
=


 ��9

�

� �

�

���

�

�
��� �

� 	�� ��� ���

since � ��� ���(- % � � � . As no accessesarerevoked,we
aredone.



5. (Revoke)Theaccessesallowedin 9

�

aretheaccesses
of 9

�

� �

� except � 	 �
����� � . Hence we need to
show that the accessesof 
 � 9

�

� are the accessesof

 � 9

�

�	�

�

� except � 	 �
��� ��� . But this follows directly
from thede�nition of Revoke(Table2). �

Proof. (Lemma 6.2) The following functor 


�	�

� �����

;

�

#

���

�

� ��� 	

��� �

actsasan accesscontainmentrelation
betweentheworld statesof � �

��� � and �

����'

.
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���

�

�

��� �

� C

���

�

�




�	�

�'��(	�*)1+	� � �[� ��� = 9 � � � C ��(	�*),+
� � �[� � � = 


� �

� 9 � ���




�	�

�=2�( ) � + � � � ��� � = 9 � � � C ��� �/.10 � � � ��� � = 


� �

��9 � � �




�	�

�%4 �*56.67 � � � � ��� � = 9 � ��� C 4 �356.87 ��� � � ��� � = 


� �

��9 � � �




�	�

� �������-+
���
� = 9 � � � C �������-+	� � � = 


�	�

� 9 � ���

It canbeshown by inductionthat

9 9 �>� 9 �

1������




� �

� 9 � �

in a mannersimilar to theproofof Lemma6.1.1. �


